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THE HYDRAULICS OF FIGHTING TERRORISM

Stephen Townley*

In “our most challenging and uncertain moments . . . we must preserve our
commitment at home to the principles for which we fight abroad.””?

I. INTRODUCTION

Throughout the late 1990s, Roya Rahmani solicited and transferred
money to the Mujahedin-e Khalg (MEK).> The MEK is an lIranian
opposition organization and the only major Muslim organization in the
Middle East that supports the Israeli-Palestinian peace process." For her
pains, Rahmani was indicted for providing material support to a foreign
terrorist organization.” Since then, Rahmani has been locked in litigation in
the Ninth Circuit.® On February 2, 2005, her attorneys filed a petition for
rehearing en banc of the most recent decision, United States v. Afshari.” Yet
hers is only one chapter of the story. If the Ninth Circuit grants the petition,
it will mark the fifth time in the last five years that it has agreed to hear a
challenge to 18 U.S.C. § 2339B2 the statute under the aegis of which
Rahmani has been indicted. At issue are a complicated law and an even
more complicated policy.

18 U.S.C. § 2339B is a section of the Anti-Terrorism and Effective
Death Penalty Act of 1996 (AEDPA),” which forbids the provision of

1 Yale Law School, J.D. expected 2006. Yale College, B.A. 2002. Many thanks
to Michael Wishnie, Robert Post, Avi Cover, and Dan Esty for their help and guidance. | am
indebted to Ariel Lavinbuk and Matt Price for useful comments along the way. | am also
grateful to the staff of the Hamline Law Review for their editorial assistance. Finally, as
always, special thanks to my family and to Amanda Aikman.

Hamdi v. Rumsfeld, 124 S. Ct. 2633, 2648 (2004).

®  United States v. Rahmani, 209 F. Supp. 2d 1045, 1047 (C.D. Cal. 2002), rev’d,
United States v. Afshari, 392 F.3d 1031 (9th Cir. 2004).

4 See Brief for Appellee Roya Rahmani at *3, United States v. Afshari, 392 F.3d
1031 (9th Cir. Dec. 20, 2004) (No. 02-50355).

®  Rahmani, 209 F. Supp. 2d at 1047.

®  Afshari, 392 F.3d at 1031.

7 Brief for Appellee Roya Rahmani at *1, United States v. Afshari, 392 F.3d
1031 (9th Cir. Dec. 20, 2004) (No. 02-50355).

18 U.S.C.A. 8 2339B (West Supp. 2005); see also United States v. Afshari,
392 F.3d 1031 (9th Cir. 2004); Humanitarian Law Project v. Dep’t of Justice, 393 F.3d 902
(9th Cir. 2004); Humanitarian Law Project v. Dep’t of Justice, 352 F.3d 382 (9th Cir. 2003);
Humanitarian Law Project v. Reno, 205 F.3d 1130 (9th Cir. 2000).

®  This Article discusses only AEDPA, although the International Emergency
Economic Powers Act endows the President with substantially similar power to prosecute
those who provide material support to designated organizations. See 50 U.S.C. 88
1702(a)(1)(A), (B) (2000) (declaring that the President may “investigate regulate or prohibit —
(i) any transactions in foreign exchange, (ii) transfers of credit or payments . . . [and may]
investigate, regulate, direct and compel, nullify, void, prevent . . . transactions involving any
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material support'® to designated terrorist organizations (Foreign Terrorist
Organizations, or FTOs)." Charges that individuals have violated this
section are the backbone of many terrorist prosecutions.” Indeed, the U.S.
Department of Justice “has successfully used the material support statute . . .
[to] charge [ ] over 50 defendants . . . in 17 different judicial districts.”
Such charges are prevalent because President George W. Bush and his
administration have determined that arresting those who “‘bankroll terror’**
is an important part of the War on Terror."”

Yet those who have provided material support to FTOs are as

property in which any foreign country or national thereof may have an interest.”); 50 U.S.C. §
1705(b) (“Whoever willfully violates . . . any license, order, or regulation issued under this
chapter shall, upon conviction, be fined not more than $50,000, or, if a natural person, may be
imprisoned for not more than ten years, or both.”).

1018 U.S.C. § 2339B authorizes the prosecution of “whoever . . . knowingly
provides material support or resources to a foreign terrorist organization, or attempts or
conspirestodoso....” 18 U.S.C.A. § 2339B(a)(1) (West Supp. 2005).

1 The Secretary of State is authorized by AEDPA to designate organizations as
FTOs if she finds that “(A) the organization is a foreign organization; (B) the organization
engages in terrorist activity . . .; and (C) the terrorist activity or terrorism of the organization
threatens the security of United States nationals or the national security of the United States.”
8 U.S.C. § 1189(a) (2000). “Terrorist activity” is elsewhere defined as unlawful activity
which involves any of the following:

(1) The highjacking or sabotage of any conveyance . . . . (II) The seizing or

detaining, and threatening to kill, injure, or continue to detain, another

individual in order to compel a third person . . . to do or abstain from

doing any act . . . . (I1) A violent attack upon an internationally protected

person . . . . (IV) An assassination. (V) The use of any (a) biological

agent, chemical agent, or nuclear weapon or device, or (b) explosive or

firearm (other than for mere personal monetary gain), with intent to

endanger, directly or indirectly, the safety of one or more individuals or to

cause substantial damage to property.

8 U.S.C. § 1182(a)(3)(B)(ii) (2000).

2 See David Cole, The New McCarthyism: Repeating History in the War on
Terror, 38 HARV. C.R.-C.L. L. Rev. 1, 9 (2003) [hereinafter Cole, The New McCarthyism]; see
also Brian P. Comerford, Preventing Terrorism by Prosecuting Material Support, 80 NOTRE
DAME L. Rev. 723 (2005) [hereinafter Comerford] (arguing that the material support law has
played an important role in the detention and prosecution of the ‘Lackawanna Six’); Eric
Lichtblau, American Accused of a Plot to Assassinate Bush, N.Y. TimEes, Feb. 23, 2005, at A2
(discussing the case of Abu Ali, an American student who was deported to Saudi Arabia and
has subsequently been returned and charged with providing material support to terrorists).

13 UNITED STATES DEPARTMENT OF JUSTICE, REPORT FROM THE FIELD: THE USA
PATRIOT ACT AT WORK 9-10 (2004), http://available at www.lifeandliberty.gov/docs/
071304_report_from_the_field.pdf.

¥ Eric Lichtblau, Arrests Tie Charity Group to Palestinian Terrorists, N.Y.
TIMES, July 28, 2004, at A10.

1% See, e.g., Tools to Fight Terrorism Act of 2004: Hearings on S. 2679 Before the
Senate Subcommittee on Terrorism, Technology and Homeland Security (2004) (Statement of
Daniel J. Bryant, Assistant Attorney General, Office of Legal Policy, U.S. Department of
Justice) (“[A] key element of the Department’s strategy for winning the war against terrorism
has been to use the material support statutes to prosecute aggressively those individuals who
supply terrorists with the support and resources they need to survive.”).
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different from one another as Jose Padilla’® is from Hakeem Olajuwon.
While the ability to prosecute those who provide such support is no doubt a
useful sword in the fight against terrorism, it is double-edged because it
could facilitate the suppression of disfavored speech. There were rumors, for
instance, that a student organization at the University of California at San
Diego might face criminal prosecution for linking their website to a group
affiliated with the Revolutionary Armed Forces of Colombia (FARC).”® If
the government had had the ability to levy such charges in the 1980s, anyone
who contributed to Nelson Mandela’s African National Congress would have
faced serious jail-time."* Therefore, it is not surprising that § 2339B has
raised hackles within the academic community, and has been the target of
legal challenges.”

The legal challenges have taken two forms. Humanitarian Law
Project® has issued a series of prospective challenges that focus on the ways

6 See Indictment, United States v. Hassoun, No. 04-60001-CR-COOKE
(S.D.N.Y. Nov. 17, 2005) (on file with author).
See David Picker, Olajuwon Says He Gave in Good Faith, N.Y. TImMES, Feb.
16, 2005, at D1.
8 Declan McCullagh, University Bans Controversial Links (Sept. 25, 2002),
http://news.com.com/2100-1023-959544.html.
1% See DAVID COLE & JAMES X. DEMPSEY, TERRORISM AND THE CONSTITUTION
118 (2002) [hereinafter COLE & DEMPSEY].
See, e.g., Cole & Dempsey, supra note 18, The New McCarthyism, supra note
11; David Cole, Hanging with the Wrong Crowd: Of Gangs, Terrorists, and the Right of
Association, 1999 Sup. CT. Rev. 203 (1999) [hereinafter Cole, Hanging with the Wrong
Crowd]; George C. Harris, Terrorism and the Constitution: Sacrificing Civil Liberties in the
Name of National Security, 36 CORNELL J. INT’L L. 135 (2003); Randolph N. Jonakait, A
Double Due Process Denial: The Crime of Providing Material Support or Resources to
Designated Foreign Terrorist Organizations, 48 N.Y.L. ScH. L. Rev. 125 (2003/2004)
[hereinafter Jonakait]; Sahar Aziz, Note, The Laws on Providing Material Support to Terrorist
Organizations: The Erosion of Constitutional Rights or a Legitimate Tool for Preventing
Terrorism?, 9 TEX. F. oN C. L. & C. R. 45 (2003) [hereinafter Aziz]. But see Ankush Agarwal,
Obstructing Justice: The Rise and Fall of the AEDPA, 41 SaN DIeco L. Rev. 839 (2004);
Robert M. Chesney, Constitutional Law: Civil Liberties and the Terrorism Prevention
Paradigm: The Guilt by Association Critique, 101 MicH. L. Rev. 1408 (2003) [hereinafter
Chesney]; Comerford, supra note 11; Eric Broxmeyer, Note and Comment, The Problems of
Security and Freedom: Procedural Due Process and The Designation of Foreign Terrorist
Organizations Under the Anti-Terrorism and Effective Death Penalty Act, 22 BERKELEY J.
INT'L L. 439 (2004); Joshua A. Ellis, Designation of Foreign Terrorist Organizations Under
the AEDPA: The National Council Court Erred in Requiring Pre-Designation Process, 2002
B.Y.U. L. Rev. 675 (2002).
See, e.g., United States v. Afshari, 392 F.3d 1031 (9th Cir. 2004); United States
v. Hammoud, 381 F.3d 316 (4th Cir. 2004) (en banc); Humanitarian Law Project v. Dep’t of
Justice, 352 F.3d 382 (9th Cir. 2003); Humanitarian Law Project v. Reno, 205 F.3d 1130 (9th
Cir. 2000); United States v. Al-Arian, 329 F. Supp. 2d 1294 (M.D. Fla. 2004); Humanitarian
Law Project v. Ashcroft, 309 F. Supp. 2d 1185 (C.D. Cal. 2004); United States v. Al-Arian,
308 F. Supp. 2d 1322 (M.D. Fla. 2004); United States v. Sattar, 272 F. Supp. 2d 348
(S.D.N.Y. 2003); United States v. Lindh, 212 F. Supp. 2d 541 (E.D. Va. 2002).
Humanitarian Law Project “works to promote international compliance with
human rights law and the peaceful resolution of armed conflicts through fact-finding missions,
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that § 2339B impinges upon First Amendment freedoms,? in particular on
the fact that the government need not prove that a defendant intended to aid
in or abet the commission of terrorist acts when she provided material
support to an FTO.** Rahmani, on the other hand, has issued a retrospective
challenge that focuses on the process used to designate FTOs and a
defendant’s inability to challenge any such designation.” The first form of
challenge is positive, the second defensive.

The Ninth Circuit has dismissed both kinds of challenge.”® First, the
Ninth Circuit has held that neither the First nor the Fifth Amendment (nor the
two in tandem)* requires the government to demonstrate that those subject
to prosecution under § 2339B intended by their actions to aid in and abet the
commission of terrorist acts. The court has adduced two interlocking
justifications for its rejection of the positive challenge. In Humanitarian
Law Project v. Reno (Humanitarian Law Project 1), the Ninth Circuit
imagined § 2339B as a direct liability law and sustained it?® A direct
liability law is a law that attaches to the conduct of the defendant. For

writing and publishing reports, and educational efforts.” Humanitarian Law Project v. Dep’t
of Justice, 352 F.3d at 389.

2 1d. at 394 (describing Humanitarian Law Project’s contention that “the statute
[is unconstitutional under both the First and Fifth Amendments because it] does not require
proof that a person charged with violating the statute had a guilty intent when he or she
provided ‘material support’ to a designated organization”); Humanitarian Law Project v.
Reno, 205 F.3d at 1134 (“Plaintiffs make a . . . First Amendment argument based on the fact
that the terrorist organizations in question also engage in political advocacy.”); id. at 1137-38
(finding the terms ‘personnel’ and ‘training’ void for vagueness as “it is easy to imagine
protected expression that falls within the bounds of [these] term[s]”).

Humanitarian Law Project v. Dep’t of Justice, 352 F.3d at 407-08.

% United States v. Rahmani, 209 F. Supp. 2d 1045, 1047 (C.D. Cal. 2002)
(“Defendants’ motion requires me to provide a resolution to the following somewnhat
provocative question: If the procedure whereby an organization is designated by the Secretary
of State as ‘terrorist’ violates the . . . the United States Constitution, may such designation
nevertheless be utilized as a predicate in a criminal prosecution against individuals for
providing material support to that designated terrorist organization?”); Afshari, 392 F.3d at
1035 (“The defendants are right that § 1189(a)(8) prevents them from contending, in defense
of the charges against them under 18 U.S.C. § 2339B, that the designated terrorist
organization is not really terrorist at all.”); cf. 8 U.S.C. § 1189(a)(8) (2000) (“If a designation .
.. has become effective . . . a defendant in a criminal action . . . shall not be permitted to raise
any question concerning the validity of the issuance of such designation . . . as a defense or an
objection at any trial or hearing.”).

% See infra notes 27-47 and accompanying text (discussing the Ninth Circuit’s
rationale for dismissing both challenges).

Cf. United States v. Robel, 389 U.S. 258, 262 (1967) (applying the Fifth
Amendment analysis pioneered in Scales v. United States, 367 U.S. 203 (1961), to a First
Amendment challenge). Indeed, one might be tempted to agree with Judge Rawlinson who
explained in his dissent in Humanitarian Law Project Il that First and Fifth Amendment
challenges to § 2339B are indistinguishable. See Humanitarian Law Project v. Dep’t of
Justice, 352 F.3d at 408 (Rawlinson, J., dissenting) (“Although made in the context of a First
Amendment challenge to § 2339B, our rationale also resonates in the face of a Fifth
Amendment due process challenge.”).

Humanitarian Law Project v. Reno, 205 F.3d 1130, 1134 (9th Cir. 2000).
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example, when a college student illegally downloads music, it is her conduct
that gives rise to direct liability for copyright infringement. In Humanitarian
Law Project I, the court determined that § 2339B was facially content-
neutral and, therefore, it could be applied to expression as well as to
conduct.® It need not, the court reasoned, be construed to require the
government to prove a specific intent to aid in and abet the commission of
terrorist acts.** According to Humanitarian Law Project I, if § 2339B could
be sustained as a direct liability law, its constitutionality as a vicarious
liability law was irrelevant.*

The Ninth Circuit soon recognized that the latter conclusion was
error; § 2339B must pass constitutional muster as a direct and a vicarious
liability law.*> A vicarious liability law is a law that imposes liability on the
defendant for the actions of another. To return to my copyright example,
when Sony sues the developers of the software that the college student used
to download her music, a court can only impose vicarious liability on the
developers for copyright infringement, and not direct liability.** Inasmuch as
8 2339B renders an individual “culpable for his or her relationship to an
organization,” it is at least in part a vicarious liability law: A person is being
held liable for the actions of a group.** In Humanitarian Law Project v.
United States Dep’t of Justice (Humanitarian Law Project Il), the Ninth
Circuit construed § 2339B as a vicarious liability law and sustained it.*® The

% Compare Police Dep’t v. Mosley, 408 U.S. 92, 95 (1972) (“[T]he First
Amendment means that government has no power to restrict expression because of its
message, its ideas, its subject matter, or its content.”) with Humanitarian Law Project v. Reno,
205 F.3d at 1135 (“[T]he material support restriction here does not warrant strict scrutiny
because it is not aimed at interfering with the expressive component of their conduct but at
stopping aid to terrorist groups.”).

% Humanitarian Law Project v. Reno, 205 F.3d at 1134.

% 1d. (“We . . . do not agree . . . that the First Amendment requires the
government to demonstrate a specific intent to aid an organization's illegal activities before
attaching liability to the donation of funds.”); see also Chesney, supra note 20, at 1435 (“If
2339B were a vicarious punishment statute operating on a principle analogous to the
Pinkerton doctrine, its failure to require proof that the defendant intended to further any illegal
conduct would render it unconstitutional.”).

3 In Scales v. United States, 367 U.S. 203, 228 (1961), for instance, the Supreme
Court sustained the Smith Act, which imposed liability for illegal advocacy of revolution on
members of the Communist Party, as a direct liability law. Id. But it imposed a narrowing
construction upon it to sustain it as a vicarious liability law. See id. at 228

For an excellent exposition of the differences between primary, secondary, and
tertiary liability for copyright infringement, see Benjamin H. Glatstein, Tertiary Copyright
Infringement, 71 U. CHI. L. Rev. 1605 (2004). See also MGM Studios v. Grokster, Ltd., 380
F.3d 1154 (9th Cir. 2004) (refusing to impose vicarious or contributory copyright liability on
Grokster); Alan O. Sykes, The Economics of Vicarious Liability, 93 YALE L.J. 1231 (1984)
(providing a general description of vicarious liability in tort, and its economic justification).

Humanitarian Law Project v. Dep’t of Justice, 352 F.3d 382, 395 (9th Cir.
2003).

% Compare id. at 403 (construing § 2339B to require the government to “prove
beyond a reasonable doubt that the donor had knowledge that the organization was designated
by the Secretary as a foreign terrorist organization or that the donor had knowledge of the



2006] HYDRAULICS OF FIGHTING TERRORISM 71

court presumed that those who provide material support to known FTOs
intend thereby to aid in and abet the commission of terrorist acts.*® The court
stated, when “‘the underlying substantive illegal conduct’ [of the
organization is sufficiently pervasive] . . . [a court may] assume that the
illegal intent of the [group] c[an] be imputed to a . . . member.”*

The Ninth Circuit buttressed this broad holding — that neither the
First nor the Fifth Amendment requires the government to prove specific
intent when it levies charges under 8§ 2339B -- by finding that “providing
[material support] to [FTOs] engaged in political expression is . . . [not]
political expression and association.”® Instead, it found that such support is
conduct,® and that such support is always fungible and, hence, always
dangerous.” Congress has endorsed this holding by explicitly amending §
2339B to require, as the Ninth Circuit did,** that the government show that
those subject to prosecution under § 2339B knew that the organization they
supported had been designated an FTO.*

Second, the Ninth Circuit has precluded those charged under §
2339B from challenging the designation of the FTO they are accused of
supporting.* The Ninth Circuit asserted three reasons for rejecting the
defensive challenge. In Afshari, the court held that the nature of the
organization, whether terrorist or not, is not an element of the offense
defined by § 2339B.* The court also held that keeping avenues of appeal
open for FTOs would be sufficient to protect the First Amendment interests
of those charged with violation of § 2339B.” Finally, the Ninth Circuit
concluded that, even if courts wanted them to, juries could not review FTO
designations,* and this did not violate the nondelegation doctrine.*’

organization's unlawful activities that caused it to be so designated”) with United States v. Al-
Arian, 329 F. Supp. 2d 1294, 1296 (M.D. Fla. 2004) (construing § 2339B to “require[e] the
government to prove beyond a reasonable doubt that a defendant knew [had a specific intent]
that the support would further the illegal activities of a FTO.”).

% Humanitarian Law Project v. Dep’t of Justice, 352 F.3d at 396.

T d.

% Humanitarian Law Project v. Reno, 205 F.3d 1130, 1134 (9th Cir. 2000).
¥ d.

40 1d. at 1136.

“ Humanitarian Law Project v. Dep’t of Justice, 352 F.3d at 400.

%2 See Humanitarian Law Project v. Dep’t of Justice, 393 F.3d 902 (9th Cir.
2004); Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108 - 458, §
6603(c)(2), 118 Stat. 3638 (2004).

See Humanitarian Law Project v. Reno, 205 F.3d at 1134.

# United States v. Afshari, 392 F.3d 1031, 1037 (9th Cir. 2004).

4 1d. (finding that “there is no constitutional need for the defendants to challenge
the predicate designation in this proceeding”); see also Humanitarian Law Project v. Reno,
205 F.3d at 1137.

4 Afshari, 392 F.3d at 1040 (“Juries could not make reliable determinations
without extensive foreign policy education and the disclosure of classified materials.”).

Humanitarian Law Project v. Reno, 205 F.3d at 1136-37.
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These two complicated holdings are mutually reinforcing,*® and
other courts, in somewhat haphazard fashion, have echoed them.” But no
court or commentator has untangled them from each other, or even parsed
the constituent parts of each.® That is the task of this Article. To complete
this task, the Article relies on the Supreme Court’s campaign finance
jurisprudence.

Campaign finance laws are closely analogous to laws that prohibit
the provision of material support to FTOs. Both types of law regulate
donations (which are quasi-conduct, quasi-expression),>* both are aimed at
serious, pervasive problems (political corruption in the case of campaign
finance laws, terrorism in the case of laws regulating the provision of
material support to FTOs), and both raise suspicions that those who pass
them may have impure motives.®® These similarities have not gone
unrecognized. Many of the courts that have considered § 2339B have

4 For instance, the Afshari court relied on the “money is not the same thing as

talk” argument of the Humanitarian Law Project | court in refusing to permit a collateral
attack on the designation of the MEK. Afshari, 392 F.3d at 1038.

See, e.g., United States v. Hammoud, 381 F.3d 316, 329 (4th Cir. 2004)
(“[T]he governing standard . . . which applies [is that of] a facially neutral statute [which]
restricts some expressive conduct.”); United States v. Al-Arian, 329 F. Supp. 2d 1294, 1300
(M.D. Fla. 2004) (“In such circumstances [prosecution pursuant to § 2339B], a Fifth
Amendment due process personal guilt concern is suggested, because criminal liability and
punishment is being justified and tied to the criminal activities of others.”); United States v.
Lindh, 212 F. Supp. 2d 541, 569 (E.D. Va. 2002) (“There is, in other words, a clear line
between First Amendment protected activity and criminal conduct for which there is no
constitutional protection”).

Indeed, most scholars who have considered § 2339B have spoken at cross-
purposes. David Cole, for instance, has written extensively on § 2339B, but he conceives of
the law as only a vicarious liability statute. See CoLE & DEMPSEY, supra note 19; Cole, The
New McCarthyism, supra note 12; Cole, Hanging with the Wrong Crowd, supra note 20.
Robert Chesney and Gerald Neuman, on the other hand, conceive of the law as only a content-
neutral direct regulation. See Chesney, supra note 20; Gerald L. Neuman, Terrorism,
Selective Deportation and the First Amendment after Reno v. AADC, 14 Geo. IMMIGR. L. J.
313 (2000) [hereinafter Neuman].

Compare Hammoud, 381 F.3d at 328 n.3 (“[W]hile providing monetary
support to Hizballah may have an expressive component, it is not the equivalent of pure
political speech.”) with Nixon v. Shrink Missouri, 528 U.S. 377, 398 (2000) (Stevens, J.,
concurring).

Speech has the power to inspire volunteers to perform a multitude of tasks

on a campaign trail, on a battleground, or even on a football field. Money,

meanwhile, has the power to pay hired laborers to perform the same tasks.

It does not follow, however, that the First Amendment provides the same

measure of protection to the use of money to accomplish such goals as it

provides to the use of ideas to achieve the same results.
Id.

52 Compare Aziz, supra note 20, at 69-74 (discussing the selective enforcement
of § 2339B) with McConnell v. Fed. Election Comm., 124 S. Ct. 619, 720 (2003) (Scalia, J.,
dissenting) (discussing how incumbents might use campaign finance laws to entrench
themselves).
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adverted to campaign finance analysis.>

This Atrticle’s thesis is that the Ninth Circuit’s rejection of both
challenges to § 2339B - the positive and the defense - force the designation
process to bear great weight. As in a hydraulic system, to borrow a classic
campaign finance metaphor, when many channels through which water
might escape are closed, the water will flood the remaining channel.
Recognizing this reality, this Article proposes policies that may divert the
flood.

This Article is of theoretical and practical significance. It is sited at
the intersection of several important and developing avenues of legal
scholarship. Indeed, it builds on First Amendment work that discuses the
difficulty courts have in parsing Janus-like laws, laws that may be at once
facially content-neutral and yet content-based as-applied, or laws that may or
may not govern expression. Similar to the public nudity law at issue in City
of Renton v. Playtime Theaters,> and the hate crimes law in R.A.V. v. City of
St. Paul,> § 2339B is hard to classify as either content-neutral or content-
based. Like the cross-burning law at issue in Virginia v. Black,” § 2339B is
also hard to classify as either a regulation of expression or of conduct. While
this Article proposes no broad new theory, it does add grist to the mill run by
those, including advocates of ideologies as disparate as those of Justices
Stevens®’ and Thomas,*® who are critical of the Supreme Court’s categorical
approach to free speech.”

The Article also engages with the debate over the proper role of the
judiciary during times of war. Some, like John Yoo, believe that during
times of war courts should adopt “a more flexible, deferential standard of
review than would apply to normal, peacetime governmental actions, in
order to accommodate the imperatives of conducting war.”®  Other
commentators, however, think courts should reject “deference in favor of a
more pragmatic approach.”® This Article contributes to their debate by

% See, e.g., Afshari, 392 F.3d at 1038; Humanitarian Law Project v. Reno, 205
F.3d 1130, 1134 n.2 (9th Cir. 2000).
City of Renton v. Playtime Theaters, 475 U.S. 41, 47 (1986).

% R.A.V.v. City of St. Paul, 505 U.S. 377 (1992).

% Virginia v. Black, 538 U.S. 343 (2003).

 RAV., 505 U.S. at 429 (Stevens, J., concurring) (“Not all content-based
regulations are alike; our decisions clearly recognize that some content-based restrictions raise
more constitutional questions than others.”).

% Black, 538 U.S. at 394 (Thomas, J., dissenting) (refusing to adopt an expansive
understanding of expression).

Consider, for instance, the trouble formalism has caused for those trying to
distinguish commercial speech from public debate. See, e.g., James Weinstein, Speech
Categorization and the Limits of First Amendment Formalism: Lessons from Nike v. Kasky,
54 CaAse W. Res. L. REv 1091 (2004).

8 John C. Yoo, Judicial Review and the War on Terrorism, 72 GEO. WASH. L.
REv. 427, 428-29 (2003).

Peter Margulies, Judging Terror in the ‘Zone of Twilight’: Exigency,

Institutional Equity, and Procedure after September 11, 84 B.U. L. Rev. 383, 388 (2004).

o
N
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explaining how the Ninth Circuit’s decisions interpreting and upholding §
2339B are implicitly premised on trust in the abilities and even-handedness
of the government and those subsidiary organs that make designation
decisions.

Finally, this Article draws on and applies regulation theory. As Cass
Sunstein noted nearly fifteen years ago, many “regulatory strategies [are self-
defeating] — strategies that achieve an end precisely opposite to the one
intended.”®? § 2339B may be a self-defeating regulation. Relying on recent
work by environmental law theorists, this Article also explores better ways
of realizing the goal of § 2339B, which is to cut off the flow of resources to
terrorists.

The Article proceeds in three parts. Part | begins by isolating and
analyzing each part of the Ninth Circuit’s first holding — the rejection of the
positive challenge. First, Section I.A queries whether § 2339B can be
sustained as a content-neutral regulation. It argues that while § 2339B may
be content-based as applied, it should nevertheless be sustained under
McConnell v. FEC,%® the Supreme Court’s most recent campaign finance
case. Section I.A., however, finds that even if imagined as a direct liability
law, and even if sustained, 8 2339B should be read to require the government
to prove that those subject to charge under its terms intended to aid in and
abet the commission of terrorist acts. Second, Section I.B investigates
whether the presumption adduced by the Ninth Circuit (that those who
contribute to known FTOs intend to aid in and abet the commission of
terrorist acts) can withstand scrutiny, finding that it cannot. Third, Section
I.C discusses the fallback position of the Ninth Circuit - that § 2339B
regulates conduct, not expression. Section I.C suggests that § 2339B is not
susceptible of the same general defenses that the Supreme Court has adduced
in sustaining campaign finance laws. Section 1.D concludes that § 2339B
may be unconstitutional as applied in some cases and that the hydraulics of §
2339B prosecutions put great pressure on the designation process.**

82 Cass R. Sunstein, Paradoxes of the Regulatory State, 57 U. CHI. L. Rev. 407,
407 (1990).

% McConnell v. Fed. Election Comm., 124 S. Ct. 619 (2003).

% This Article does not consider whether § 2339B is overbroad. Overbreadth is a
constitutional term of art with multiple meanings. Robert Post has explained, “overbreadth
can refer to the form of a legal rule. To say that a legal rule is overbroad is to say that it is
overinclusive, that its provisions regulate more behavior than can or should strictly be
regulated.” Robert Post, The Constitutional Status of Commercial Speech, 48 UCLA L. Rev.
1, 28 (2000). This is substantive overbreadth. Overbreadth has a second meaning: “[t]o say
that a legal rule is overbroad in this sense is to say that, regardless of [the rule’s] precise
drafting, its actual effect is to inhibit the exercise of otherwise protected First Amendment
freedoms.” Id. at 28 n.127; see Massachusetts v. Oakes, 491 U.S. 576, 586-88 (1989)
(plurality opinion). This is technical, or procedural, overbreadth. Courts that have considered
overbreadth challenges to § 2339B have conflated these two concepts. Those courts that have
enjoined prosecution for the provision of certain kinds of material support (e.g. ‘training’ or
‘expert advice’) have suggested, “it is easy to imagine [some forms of advocacy or other]
protected expression that fall[] within the bounds of [§ 2339B].” Humanitarian Law Project v.
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Part Il discusses the Ninth Circuit’s second holding — the rejection of
the defensive challenge. It investigates the process whereby an organization
is designated an FTO and wonders whether or not an individual charged
under § 2339B should be able to challenge its outcome.®® First, it notes that
the nature of the organization, whether terrorist or not, that an individual is
accused of supporting is an element of the offense charged under § 2339B.
Second, it argues that defendants in § 2339B actions are not in privity with
FTOs, and cannot be bound by any judgment rendered against them. Finally,
it agrees with the Ninth Circuit that juries cannot appropriately judge the
validity of any designation. However, it worries that if the Secretary of State
has the power to designate FTOs on the basis of their speech, the
nondelegation doctrine (as expressed in the First Amendment prohibition on
grants of unfettered discretion) may be violated. Part Il, like Part I, concludes
that much weight rests on the legitimacy and effectiveness of the designation
process.

Finally, Part 111 suggests a way out. Drawing generally on campaign
finance law, and specifically on recent efforts in the realm of environmental
regulation, Part Il urges Congress to reconsider the premise that underlies §
2339B: that tagging organizations and prosecuting those who give to them is
an effective way of fighting the War on Terror. Part Il urges Congress to
adopt a new regulatory strategy. It suggests that Congress create a ‘white
list” of ‘clean’ charities, or require charities that do not submit to pre-
clearance to provide certain information.

Il. THE NINTH CIRCUIT’S REJECTION OF THE POSITIVE
CHALLENGE

This Part parses the Ninth Circuit’s rejection of the positive
challenge, which can be separated into three jurisprudential moves. This Part
analyzes each move. First, can 8 2339B be sustained as a direct regulation of

Reno, 205 F.3d 1130, 1137-38 (9th Cir. 2000). This sounds like substantive overbreadth.
They have also suggested that those kinds of material support are too vaguely defined — that
those “[v]ague statutes are void . . . to avoid any chilling effect on the exercise of First
Amendment freedoms.” Humanitarian Law Project v. Ashcroft, 309 F. Supp. 2d 1185, 1199
(C.D. Cal. 2004). This, on the other hand, sounds like technical overbreadth.

%  This Article does not consider whether or not the designation process can
withstand a Due Process challenge levied by an FTO. The D.C. Circuit has found that it
cannot. Nat'l Council of Resistance of Iran v. Dep't of State, 251 F.3d 192, 208 (D.C. Cir.
2001). Moreover, this Article does not consider whether a prosecution under § 2339B that
relies on a designation process that violates the Due Process Clause eviscerates the
nondelegation doctrine. See Jonakait, supra note 19, at 149.

Just as a criminal ‘law’ cannot be used to prosecute an accused if

Congress adopted the provision by unconstitutional procedures, Congress

cannot create crimes by mandating that others use unconstitutional

procedures to create an element of a crime. Congress . . . cannot delegate

what it does not have, the power to act unconstitutionally.
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expression and, if so, does this absolve the government of any duty to prove
a specific intent to aid in and abet the commission of terrorist acts? Second,
can 8§ 2339B be sustained as a vicarious liability law if § 2339B does not
require the government to prove specific intent? Third, is material support
conduct, rather than expression, and is § 2339B as sustainable as campaign
finance laws? If any of these three questions are answered in the negative,
the Ninth Circuit’s rejection of the positive challenge fails.

A. The Humanitarian Law Project | Approach: § 2339B as Direct
Regulation of Expression

This Section introduces a hypothetical. Suppose a court were
confronted with an application of 8§ 2339B to pure expression. Suppose, as
in the Humanitarian Law Project litigation, an organization wanted to
provide support to an FTO by way of “publish[ing] reports and articles.”®®
Such materials, like manuals on how to lobby the United States Congress, or
booklets describing how to make homemade bombs, are both expressive and
potentially satisfy the definition of material support.”” The Ninth Circuit,
along with several other courts, concluded that 8 2339B may constitutionally
be applied to those who provide such materials,”® even if the government
cannot or does not prove that those individuals intended to aid in and abet the
commission of terrorist acts. This Section considers, in reverse order: 1)
whether 8§ 2339B may be sustained if it regulates such expression; and 2)
whether, if § 2339B may be sustained as a direct liability law that regulates
expression, it should be read to require the government to prove specific
intent.

It is well settled that the government may pass content-neutral
criminal laws that, on occasion, attach to expression;69 to survive

®  Humanitarian Law Project v. Dep’t of Justice, 352 F.3d 382, 389 (9th Cir.
2003).

7 18 U.S.C. § 2339A(b) (2000). Such reports and articles might count as “expert
advice or assistance.” As the District Court for the Central District of California put it in
Humanitarian Law Project v. Ashcroft, “the law . . . bar[s] . . . the provision of expert advice
or assistance on economic development or human rights advocacy.” Humanitarian Law
Project v. Ashcroft, 309 F. Supp. 2d 1185, 1200 (C.D. Cal. 2004).

Compare Humanitarian Law Project v. Reno, 205 F.3d 1130, 1137-38 (9th Cir.
2000) (enjoining prosecution for First Amendment reasons under § 2339B for the provision of
‘training’ or ‘personnel’ to an FTO but not for the provision of ‘expert advice’ or
‘communications equipment’) with Humanitarian Law Project v. Ashcroft, 309 F. Supp. 2d at
1200 (enjoining prosecution for the provision of ‘expert advice’ but not for the provision of
‘communications equipment’) and United States v. Sattar, 272 F. Supp. 2d 348, 356-61
(S.D.N.Y. 2003) (enjoining prosecution for the provision of ‘personnel’ or ‘communications
equipment’ but not for the provision of ‘expert advice’ or ‘training’).

See United States v. O’Brien, 391 U.S. 367, 370-71 (1968) (sustaining a law
that forbade the destruction of selective service cards). But see Larry A. Alexander, Trouble
on Track Two: Incidental Regulations of Speech and Free Speech Theory, 44 HASTINGS L.J.
921 (1993) (discussing the utility of the O’Brien test).
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constitutional scrutiny, such laws need not require that the government prove
that those subject to prosecution had any particular intent.”” The Ninth
Circuit concluded in Humanitarian Law Project | that § 2339B was such a
law.” The court was wrong to so conclude, but right that § 2339B may be
sustained as a direct liability law that incidentally regulates expression.

In general, when the government suppresses expression, it must
prove a specific intent to harm. For instance, in Stromberg v. California, the
Supreme Court permitted the government to prosecute the display of red
flags only if such displays were intended to provoke sedition.”” The
government is excused from this requirement only if a law is both facially
content-neutral and content neutral as-applied.”

Take, for instance, a law that regulates sound emission.” Such a law
could constitutionally be applied to those who use bullhorns during a protest.
But a law that imposes liability on those who inflict emotional distress on
others could not readily be applied to the spoken word.” Unlike at the
protest, it would be the content of the expression that was offensive.”

™ see Eugene Volokh, Speech as Conduct: Generally Applicable Laws, Illegal

Courses of Conduct, “Situation-Altering Utterances,” and the Uncharted Zones, 90 CORNELL

L. Rev. 1277, 1285 (2005) [hereinafter VVolokh].

See Humanitarian Law Project v. Reno, 205 F.3d at 1135 (“[T]he material
support restriction here does not warrant strict scrutiny because it is not aimed at interfering
with the expressive component of their conduct but at stopping aid to terrorist groups.”).

2 See Stromberg v. California, 283 U.S. 359, 369 (1931). The petitioner in
Stromberg was a member of the Young Communist League who supervised a daily flag-
raising ceremony at a camp. Id. at 362.

See Volokh, supra note 95. As Eugene Volokh has succinctly stated,

[w]hen speech is punished precisely because of what it communicates —

for instance, because it may persuade people to violate the law or to

boycott someone, because it may offend some listeners, or because it may

convey information that helps people commit crimes — the law is

operating as a content-based speech restriction.

Id. at 1310; see also CAss R. SUNSTEIN, WHY SocleTIES NEeD DisSeNT 98 (2003) [hereinafter
SUNSTEIN] (“Officials cannot regulate speech on the ground that people will be convinced by
it.”).

™ Cf. Kovacs v. Cooper, 336 U.S. 77, 87 (1949) (plurality).

™ Cf. Hustler Magazine v. Falwell, 485 U.S. 46 (1988) (requiring that those who
would recover for the tort of intentional infliction of emotion distress show actual malice on
the part of the defendant).

See Volokh, supra note 95; Wilson R. Huhn, Assessing the Constitutionality of
Laws That Are Both Content-Based and Content-Neutral: The Emerging Constitutional
Calculus, 79 IND. L. J. 801, 807 (2004) (“[T]here are many laws which are content- neutral on
their face, but which are also content-based in fact.”); Geoffrey R. Stone, Content Regulation
and the First Amendment, 25 WM. & MARY L. Rev. 189, 208 (1983) (“The content-neutral and
content-based concepts do not, however, coincide perfectly with communicative impact.
Some laws that are content-neutral on their face are applied on the basis of communicative
impact.”).

In speech cases . . . the impairment often occurs because the state claims

that the content of the speech comes within the statutory scope of a

generally applicable law, e.g. breach of the peace, obstruction of the draft,

intentional infliction of emotional harm . . . . [SJuch laws are not
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The two cases most often cited by courts”” and commentators™ in
discussing § 2339B, Teague v. Regional Commissioner of Customs and
Farrakhan v. Reagan, are not to the contrary.” In Teague, the Court of
Appeals for the Second Circuit considered the application of the Foreign
Assets Control Regulations to North Vietnamese and Chinese books.® At
the time, much trade (including in books) with those two nations was
forbidden.® The regulations were facially content-neutral, and the North
Vietnamese and Chinese books were expressive.82 Nevertheless, the court
sustained the application of the regulations to the books.** It did so,
however, because “[t]he restriction of first amendment freedoms is only
incidental to the proper general purpose of the regulations: restricting the
dollar flow to hostile nations.”® The books were treated as units in
commerce; it was not their expressive content that made them dangerous.®
Likewise, in Farrakhan, a U.S. mosque sought to contribute to a Libyan
counterpart.86 The District Court for the District of Columbia stated, “we
must reject free speech claims based on Muhammad Mosque's desire to

ultimately content-neutral, and their application to speech raises a

suspicion of animus toward the ideas expressed.

David Bogen, Generally Applicable Laws and the First Amendment, 26 Sw. U. L. Rev. 201,
221-22 (1997).

The critical question would . . . seem to be whether the harm that the state

is seeking to avert is one that grows out of the fact that the defendant is

communicating, and more particularly out of the way people can be

expected to react to his message, or rather would arise even if the
defendant’s conduct had no communicative significance whatever.
John Hart Ely, Flag Desecration: A Case Study in the Roles of Categorization and Balancing
in First Amendment Analysis, 88 HARv. L. Rev. 1482, 1497 (1975).

Were it true that facially content-neutral laws could be applied to expression on the
basis of its content, Schenck v. United States and Debs v. United States, repudiated cases
dealing with the Espionage Act, would remain good law today. Cf. Schenck v. United States,
249 U.S. 47, 52-53 (1919) (Holmes, J.); Debs v. United States, 249 U.S. 211 (1919) (Holmes,
J). Some argue that Cohen v. Cowles Media Co. suggests that the Supreme Court may be
inclined to uphold facially neutral laws even as applied to expression. Cohen v. Cowles
Media Co., 501 U.S. 663, 669 (1991) (“[G]enerally applicable laws do not offend the First
Amendment simply because their enforcement against the press has incidental effects on its
ability to gather and report the news.”). But Cohen dealt with the Press Clause of the First
Amendment, not the Speech Clause. Id. at 667; see Volokh, supra note 95, at 1294
(discussing Cohen).

See, e.g., United States v. Lindh, 212 F. Supp. 2d 541, 570 n.73 (E.D. Va.
2002) (citing Farrakhan).
See, e.g., Neuman, supra note 50, at 330 n.79 (citing Teague and Farrakhan).
See Teague v. Regional Commissioner of Customs, 404 F.2d 441 (2d Cir.
1968); Farrakhan v. Reagan, 669 F. Supp. 506 (D.D.C. 1987).
80 Teague, 404 F.2d at 442-43.

79

8 1d. at 443.
8 d.
8 1d. at 446.

8 |d. at 445 (emphasis added).
% Teague, 404 F.2d at 445.
8  Farrakhan v. Reagan, 669 F. Supp. 506, 506 (D.D.C. 1987).
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voice its dissent through contributions to Libya . . . .”®" Again, the money,
potentially expressive, was subject to regulation for content-neutral
reasons.®

Assuming that § 2339B is facially content-neutral,”™ the question is
whether § 2339B criminalizes the provision of expressive material support to
FTOs because of the content of the expression. It does. According to John
Ely, a law is content-based if there would be no occasion for regulation were
the “audience . . . unable to read English.”*® When the government charges
Sami Omar al-Hussayeh, a web-site operator, with providing material
support to terrorists because his website shows videos of dead U.S. soldiers,
and “clerical edicts . . . [on] ‘suicide operations against the Jews,””*" and
when it indicts Babar Ahmad for, inter alia, “the creation and use of various
internet websites, email communication,” it does so because of the content
of the expression. If those surfing the web, or reading the email
communications, were blind or unable to read English, there would be no
occasion for regulation. As applied to expressive material support, § 2339B
is content-based.”® Therefore, the government must demonstrate those whom
it would prosecute had a particular mind-set when they provided material
support to FTOs.

The government could try to avoid this requirement by suggesting
the expression criminalized by § 2339B is of low-value, so that the
expression is like incitement® The House Report on AEDPA asserts,

|,89

8 Id.at512
8  See Frederick Schauer, Cuban Cigars, Cuban Books, and the Problem of
Incidental Restrictions on Communications, 26 WM. & MARY L. Rev. 779, 786 (1985).
8 But see Cole, Hanging with the Wrong Crowd, supra note 20, at 250 (“AEDPA
. is not an across-the-board regulation . . . [since] [t]he statute does not punish material
support (or even arms export) generally, but only when it is provided to particular political
organizations.”); Aziz, supra note 20, at 69-74 (discussing the selective enforcement of §
2339B); cf. Neuman, supra note 50, at 329 (“[P]Junishment could be seen as retaliation against
U.S. citizens for expressing a more nuanced view of a political movement that U.S. politicians
seek to demonize.”).
Ely, supra note 76, at 1498.
Eric Lipton & Eric Lichtblau, Online and Even Near Home, a New Front in the
Global Terror Battle, N.Y. TIMES, Sept. 24, 2004, at Al.
%2 Indictment at *1, United States v. Ahmad (E.D. Conn. 2004), available at
http://www.usdoj.gov/usao/ct/Documents/ AHMAD%20indictment.pdf.
One could perhaps argue that § 2339B is not triggered by the content of the
expression but by its secondary effects. Cf. Renton v. Playtime Theatres, Inc., 475 U.S. 41
(1986) (upholding zoning restrictions on adult theaters and finding those restrictions triggered
by the ‘secondary effects’ of the theaters). The secondary effects doctrine has, however, been
much discredited. As Robert Post has stated, “the Court has so far failed to articulate any
substantive First Amendment theory to guide its distinction between primary and secondary
effects.” Robert Post, Recuperating First Amendment Doctrine, 47 STAN. L. Rev. 1249, 1267
(1995); see also Vincent Blasi, Six Conservatives in Search of the First Amendment: The
Revealing Case of Nude Dancing, 33 Wm. & MARY L. REv. 611 (1992).
% Cf. Brandenburg v. Ohio, 395 U.S. 444, 447 (1969) (“[T]he constitutional
guarantees of free speech and free press do not permit a State to forbid or proscribe advocacy
of the use of force or of law violation except where such advocacy is directed to inciting or

91
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“[pJersons may be investigated when their speech advocates, directs, or
induces, a violation of law, or manifests an intent to violate the law.”®> This
is a plausible theory. In Rice v. Paladin Enterprises, the Fourth Circuit
imposed civil liability on those who published a how-to book for hit men,
called Hit Man.®® Such crime-facilitating speech, whether delivered orally or
in book form, does not enjoy the full protection of the First Amendment.”’
As the Ninth Circuit stated, “the First Amendment is quite irrelevant if the
intent of the actor and the objective meaning of the words used are so close
in time and purpose to a substantive evil as to become part of the ultimate
crime itself.”® That is, if Robert persuades John to commit a specific crime,
he may be punished.
To prosecute for incitement, or for publication of books like Hit
Man, the government may not need to demonstrate that the speaker (or
publisher) intended his audience to commit specific crimes. The Supreme
Court’s brief per curiam opinion in Brandenburg v. Ohio is opaque.*® And
the Court of Appeals for the Fourth Circuit has tentatively said, “the First
Amendment may [or may not] . . . superimpose upon the speech-act doctrine
a heightened intent requirement.”*® Assuming that the government does not
need to prove specific intent to punish those who incite others to commit
crimes,® the question is whether the provision of expressive material
support to an FTO is like incitement. Thus, is giving an FTO a handbook on
how to lobby Congress more like giving “detailed, focused instructional
assistance to those contemplating or in the throes of planning murder . . . [or]
speech protected under Brandenburg?”%?
In part, this depends on the kind of expressive material support
provided. For expression to be incitement, there must be a close connection
between the expression and the harm that Congress seeks to prevent.'”® As

producing imminent lawless action and is likely to incite or produce such action.”). Cf. Lipton
& Lichtblau, supra note 91.

% H.R.Rep. No. 104-383 at 43 (1995) [hereinafter House Report].

% Rice v. Paladin Enterprises, 128 F.3d 233 (4th Cir. 1997).

" See generally Eugene Volokh, Crime Facilitating Speech, 57 STAN. L. Rev.
1095 (2005).

% United States v. Freeman, 761 F.2d 549, 552 (9th Cir. 1985) (citing United
States v. Barnett, 667 F.2d 835, 842-43 (9th Cir. 1982)).

% See Brandenburg, 395 U.S. at 444,

100 Rice v. Paladin Enterprises, 128 F.3d 233, 247 (4th Cir. 1997) (emphasis
added); see also United States v. Mendelsohn, 896 F.2d 1183, 1185-86 (9th Cir. 1990)
(rejecting proposed jury instruction requiring proof of specific intent).

This is quite an assumption. The Department of Justice itself has said, “the

First Amendment almost certainly would require that the “intent’ scienter provision in such a
statute [one that would criminalize the dissemination of bomb-making information] be
construed to mean an actual, conscious purpose to bring about the specified result.” U.S.
DEPARTMENT OF JUSTICE, 1997 REPORT ON THE AVAILABILITY OF BOMBMAKING INFORMATION
(1997), available at http://www.usdoj.gov/criminal/cybercrime/bombmakinginfo.html.

192 Rice, 128 F.3d at 249.

103 see Brandenburg, 395 U.S. at 447 (discussing the requirements of imminence
and likelihood). Congress may surely decide whether a given harm is serious enough to
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the Supreme Court explained in Ohralik v. Ohio State Bar Association, “[t]he
immediacy of a particular communication and the imminence of harm are
factors that have made certain communications less protected than others.”**
And it would certainly be easier to analogize a bomb-making manual to Hit
Man than to a handbook on how to lobby Congress. But to some extent,
even a bomb-making manual, if provided to an FTO, is a form of political
expression that Hit Man is not. Indeed, the Fourth Circuit explicitly
acknowledged, “Hit Man is not political manifesto, not revolutionary diatribe
... not propaganda, advocacy, or protest.”*

Although plausible, this defense of the Ninth Circuit’s decision fails.
The Ninth Circuit’s discussion of the mens rea required by § 2339B in
Humanitarian Law Project is wrong. Even if § 2339B is a direct liability
law, and even if it could be sustained as such without consideration of its
viability as a vicarious liability law, the government must prove specific
intent if it wishes to prosecute. Yet the Ninth Circuit was correct to
conclude, as a general matter, that § 2339B should not be subject to strict
scrutiny.'®  For instance, in McConnell v. FEC, the Court permitted
Congress to regulate ‘electioneering communication,” even though the
Bipartisan Campaign Reform Act (BCRA) attached to communication on
account of its content.'” Hence, even if § 2339B is content-based in
application, it is constitutional (presuming, of course, that any offender
intends to aid in and abet the commission of terrorist acts).

B. The Humanitarian Law Project 11 Approach: § 2339B as Vicarious
Liability Law

In Humanitarian Law Project Il, the Court of Appeals for the Ninth
Circuit held, “8§ 2339B . . . require[s] proof of knowledge, either of an
organization's designation or of the unlawful activities that caused it to be so

warrant prophylactic legislation. Cf. Whitney v. California, 274 U.S. 357, 374 (1927)
(Brandeis, J., concurring) (“The legislature must obviously decide, in the first instance,
whether a danger exists which calls for a particular protective measure.”). However, some
have suggested that Congress may decide not only whether the harm is serious enough to
warrant regulation but also how proximate the expression must be to that harm for the
expression to be criminal. See, e.g., ZECHARIAH CHAFEE, JR., FREE SPEECH IN THE UNITED
STATES 35 (Athenaeum ed. 1969. Despite the recent outpouring of sentiment in favor of
popular (or legislative) constitutionalism, see, e.g., LARRY D. KRAMER, THE PEOPLE
THEMSELVES (2004) and Robert C. Post, Forward, Fashioning the Legal Constitution:
Culture, Courts, and Law, 117 HARv. L. Rev. 4 (2003), this is an ill-considered position, see
SYDNEY HoOK, HEARSAY, YES, CoNnsPIRACY, No 104 (1953) (providing an excellent
exposition of its flaws).

104 Ohralik v. Ohio State Bar Ass’n, 436 U.S. 447, 457 n.13 (1978).

1% Rice, 128 F.3d at 262.

106 Humanitarian Law Project v. Reno, 205 F.3d 1130, 1134-35 (9th Cir. 2000).

107 McConnell v. Fed. Election Comm., 520 U.S. 93, 104-05 (2003) (upholding
disclosure requirements for ‘electioneering communication’).
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designated.”’® It did so because it correctly understood that § 2339B must

be sustained not only as a direct liability law but also as a vicarious liability
law. Vicarious liability statutes, especially those that penalize expression,
require the government to prove specific intent.!®® Indeed, as the Supreme
Court explained in NAACP v. Claiborne Hardware, “[c]ivil liability may not
be imposed merely because an individual belong[s] to a group, some
members of which committed acts of violence . . . [unless it is] establish[ed]
that the group itself possessed unlawful goals and that the individual held a
specific intent to further those illegal aims.”"*°

To reconcile the requirements of vicarious liability laws with its
desire not to force the government to prove specific intent, the court used
judicial sleight-of-hand."* Relying on the court’s findings in Humanitarian
Law Project | — that “[o]nce support is given [to one of the designated
organizations], the donor has no control over how it is used”** and that
“Congress explicitly incorporated a finding into the [material support] statute
that “foreign organizations that engage in terrorist activities are so tainted by
their criminal conduct that any contribution to such an organization
facilitates that conduct’™™® — it concluded that courts may infer that those
who provide material support to FTOs intend to aid in and abet the
commission of terrorist acts.™ The court’s conclusion established an
irrebutable presumption.”™ However, the knowledge requirement announced
in Humanitarian Law Project 1l does not clear the bar that defines specific
intent, and the irrebutable presumption cannot stand.

Irrebutable presumptions are rare birds. The Supreme Court has
distinguished presumptions from inferences, and rebuttable presumptions
from irrebutable presumptions. A presumption “is a rule of law that compels
the fact finder to draw a certain conclusion or a certain inference from a
given set of facts.”™® An inference, on the other hand, “does not compel a
specific conclusion.”™" Most presumptions may be rebutted; some, however,
may not. The Supreme Court has recognized, “[s]tatutes prohibiting

108 " Humanitarian Law Project v. Dep’t of Justice, 352 F.3d 382, 403 (9th Cir.
2003).

109 See, e.g., Healy v. James, 408 U.S. 169, 186 (1972) (“The government has the
burden of establishing a knowing affiliation with an organization possessing unlawful aims
and goals, and a specific intent to further those illegal aims.”).

110 NAACP v. Claiborne Hardware Co., 458 U.S. 886, 920 (1982) (emphasis

added).

11 Humanitarian Law Project v. Reno, 205 F.3d at 1134.

112 Id

13 1d. at 1136.

14 Humanitarian Law Project v. Dep’t of Justice, 352 F.3d 382, 403 (9th Cir.
2003).

115 Id

18 virginia v. Black, 538 U.S. 343, 395 (2003) (Thomas, J., dissenting) (emphasis
added) (citing United States v. Guest, 383 U.S. 745, 747-48 (1966)).

W7 |d. at 396 (citing 9 J. WIGMORE, EVIDENCE IN TRIALS AT COMMON LAwW §
2491(1), at 304) (internal quotation marks omitted).
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possession of drugs with intent to distribute . . . [admit no] defense to the
element of intent.”**® While acceptable, if rare, when prosecuting drug
dealers and rapists, irrebutable presumptions are disfavored when
constitutional freedoms are at stake. In Virginia v. Black, for instance, the
Court struck down a statute that permitted Virginia juries to infer that those
who choose to burn crosses intend to intimidate African-Americans.™™ It is
this rare, disfavored legal mechanism — the irrebutable presumption — that the
Ninth Circuit has endorsed.

Nevertheless, the Seventh Circuit has followed the Ninth Circuit’s
lead. In Boim v. Quranic Literacy Institute, the court permitted the Boims,
whose son HAMAS (an FTO) had murdered, to press a civil claim under 18
U.S.C. § 2333 against donors to HAMAS.™® Interpreting § 2333, the
Seventh Circuit held, “Congress intended to import standard tort law into
section 2333 [and so] causation may be demonstrated as it would be in
traditional tort law.”** However, just as the Ninth Circuit did for § 2339B,
the Seventh Circuit affirmed the idea that when a suit is brought under 8§
2333, courts should presume that those who provide material support to
designated terrorist organizations intend to aid in and abet the commission of
violent criminal acts.'*

18 1d. at 398.
19 1d. at 347-48.
The plurality fears the chill on expression because . . . the inference
permits ‘the Commonwealth to arrest, prosecute and convict a person
based solely on the fact of cross burning itself” . . . . [But] the inference is
rebuttable and, as the jury instructions given in this case demonstrate,
Virginia law still requires the jury to find the existence of each element,
including intent to intimidate, beyond a reasonable doubt.
Id; see also id. at 370-71 (Scalia, J., dissenting).
It is important to note that the Virginia Supreme Court did not suggest . . .
that a jury may, in light of the prima-facie-evidence provision, ignore any
rebuttal evidence that has been presented and, solely on the basis of a
showing that the defendant burned a cross, find that he intended to
intimidate. Nor, crucially, did that court say that the presentation of prima
facie evidence is always sufficient to get a case to a jury, i.e., that a court
may never direct a verdict for a defendant who has been shown to have
burned a cross in public view, even if, by the end of trial, the defendant
has presented rebuttal evidence.
Id.
120 Boim v. Quranic Literacy Institute, 291 F.3d 1000, 1001 (7th Cir. 2002). The
law reads in pertinent part:
[a]ny national of the United States injured in his or her person, property,
or business by reason of an act of international terrorism, or his or her
estate, survivors, or heirs, may sue therefor in any appropriate district
court of the United States and shall recover threefold the damages he or
she sustains and the cost of the suit, including attorney's fees.
18 U.S.C. § 2333A (2000).
121 Boim, 291 F.3d 1000, 1015 (7th Cir. 2002).
122 1d, at 1027 (“Congress determined that foreign organizations that engage in
terrorist activity are so tainted by their criminal conduct that any contribution to such an
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Despite contrary indications from the Seventh and Ninth Circuits,
judges may not presume, without providing defendants an opportunity to
rebut the presumption, that those who provide material support to FTOs
intend to aid in and abet the commission of terrorist acts. This is so for both
practical and legal reasons.

First, the finding made by Congress, that designated organizations
use funds from all sources in a more or less indiscriminate fashion, “is less a
factual ‘finding’ than a normative claim.”? As David Cole has explained,
“[t]he legislative history of the material support law contains not one word of
testimony about even a single terrorist organization’s finances, much less ‘“all
foreign organizations that engage in terrorist activity.”** In the case of
HAMAS, for instance, the U.S. government’s allegation, that “[HAMAS] as
a whole operates seamlessly,”* is disputed.”” Moreover, even if Congress
concluded after careful study that HAMAS and all other FTOs operate
‘seamlessly;” some types of material support are simply not fungible in the
way that money is.**’

Consider the National Council of Resistance of Iran (NCRI), an alias
for an FTO. It “has an overt presence within the National Press Building in
Washington, D.C.”*# “In the 80's and 90's, after its leaders fled Iran, you
could see them raising money and petitioning on university campuses around

organization facilitates that conduct . . . . Congress thus was compelled to attach liability to all
donations to foreign terrorist organizations.”).

122 Cole, The New McCarthyism, supra note 12, at 12. Consider, by way of
analogy, a congressional decision to overhaul the public financing system for federal
elections. Surely, as one commentator has noted, “Congress [would have to] create a clear
record demonstrating corruption in the political system.” Bryan R. Whittaker, A Legislative
Strategy Conditioned on Corruption: Regulating Campaign Finance After McConnell v. FEC,
79 IND. L. J. 1063, 1091 (2004). Congress has created no such record here.

124" Cole, The New McCarthyism, supra note 12, at 12.

125 Indictment at 2, United States v. Holy Land Foundation for Relief and
Development, No. 804-CR 240G (N.D. Tex. Jul. 26, 2004),
http://news.findlaw.com/hdocs/docs/hIf/ushlf72604ind.pdf [hereinafter Holy Land
Indictment].

126 See INTERNATIONAL CRISIS GROUP, IsLAMIC SocIAL WELFARE ACTIVISM IN THE
OcCCUPIED PALESTINIAN TERRITORIES: A LEGITIMATE TARGET? (2003), available at
http://www.icg.org/home/index.cfm?id=1662&I=1. Indeed, as the International Crisis Group
has concluded, “little evidence has been provided that . . . diversion [of funds intended for
charitable use] is a widespread phenomenon or forms an important source of funding for [the
military wing of] Hamas or the Qassam Brigades.” Id. at 19. Lending credence to this
position, the European Union only sanctions those organizations that are affiliated with the
military wing of HAMAS, and not those affiliated with its charitable wing. 1d. But cf.
MAURICE R. GREENBERG ET. AL., TERRORIST FINANCING REPORT OF AN INDEPENDENT TASK
FORCE SPONSORED BY THE COUNCIL ON FOREIGN RELATIONS 21 (2002) [hereinafter CFR
REPORT].

27 Cf. CoLE & DEMPSEY, supra note 20, at 153-54 (describing how one who
“sen[ds] coloring books to a day-care center run by a designated organization . . . [can be
prosecuted]”).

128" Nat’l Council of Resistance of Iran v. Dep’t of State, 251 F.3d 192, 200 (D.C.
Cir. 2001).
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the United States, pumping photographs in the air of women mangled and
tortured by the Islamic regime in Tehran.”** And the NCRI’s petitioning
has “garner[ed] the support of dozens in Congress.”*® Surely there is a
difference between someone who gives the NCRI’s spokeswoman a ride to a
campus speaking engagement and a committed adherent of al-Qaeda.

Second, even if these practical difficulties were resolved, the
presumption to which the Humanitarian Law Project Il and Boim courts
have adverted would still not pass constitutional muster. Although the
Supreme Court has permitted courts to draw inferences and, under some
circumstances, to presume guilt, it has never authorized such a sweeping
abrogation of the norm against guilt by association.

Indeed, under only three circumstances has the Supreme Court
permitted courts to presume guilt on the basis of association. First, the
Supreme Court has permitted courts to rely on a presumption of guilt by
association in non-criminal proceedings. In Carlson v. Landon, for instance,
the Supreme Court upheld the Attorney General’s decision to presume that
active, alien members of the Communist Party were dangerous for purposes
of determining whether or not they should be detained pending removal from
this country.’*" The Court stated, “[0]f course purpose to injure [can] not be
imputed generally to all aliens subject to deportation.”™** However, the
Court found, “[the] evidence goes beyond unexplained membership and
shows a degree . . . of participation in Communist activities.”* The Court
concluded: “[E]vidence of membership plus personal activity in supporting
and extending the Party's philosophy concerning violence gives adequate
ground for detention. It cannot be expected that the Government should be
required in addition to show specific acts of sabotage or incitement to
subversive action.”®  Likewise, in American-Arab Anti-Discrimination
Committee v. Reno, the Court held that removable aliens may not claim that
U.S. immigration officials have chosen to remove them based on their
membership in disfavored groups.”®*® The Court stated, “[w]hen an alien’s
continuing presence in this country is in violation of the immigration laws,
the Government does not offend the Constitution by deporting him for the
additional reason that it believes him to be a member of an organization that
supports terrorist activity.”** As in Carlson, the Court suggested that an
alien’s interest in avoiding deportation, the result of a non-criminal
proceeding, is “less compelling than in criminal prosecutions.”**’

129 Elizabeth Rubin, The Cult of Rajavi, N.Y. TimEs, Jul. 13, 2003, at A26.
130
Id.
12 Carlson v. Landon, 342 U.S. 524, 538 (1952).
Id.
138 |d. at 541.
134 |d
185 American-Arab Anti-Discrimination Comm. v. Reno, 525 U.S. 471, 492
(1999).
1% 1. at 491-92.
¥ 1d. at 491.
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Second, some members of the Supreme Court have suggested that
such a presumption might be sustainable even if criminal sanction were
threatened, if it were sufficiently narrowly drawn. In City of Chicago v.
Morales, the Supreme Court struck down an anti-loitering law.™*® In her
concurring opinion, Justice O’Connor stated, “[i]f the ordinance applied only
to persons reasonably believed to be gang members,” or if it were aimed only
at loitering with the intent to intimidate, such “might have cured the
ordinance’s [constitutional defects].”*** Since Justice Scalia pointed out in
his dissent that “gang members cannot be decreed to be outlaws, subject to
the merest whim of the police as the rest of us are not,”**° Justice
O’Connor’s suggestion can only sensibly be read to mean that those who are
affiliated with gangs and who are found to be loitering may be presumed to
be doing so with the intention of intimidating others or staking out turf.
Justice O’Connor could plausibly so presume because, “[b]efore the
ordinance was adopted, the city council's Committee on Police and Fire
conducted hearings to explore the problems created by the city's street gangs,
and more particularly, the consequences of public loitering by gang
members.”**! Justice O’Connor’s concurring opinion in Morales turned on
the thoroughness and specificity of this investigation.'*

Finally, the Supreme Court has permitted the legal attribution of a
group’s actions to a single member of the group in the case of conspiracy. In
Pinkerton v. United States, for instance, there was “no evidence to show that
[one of the co-conspirators] participated directly in the commission of the
substantive offenses on which his conviction ha[d] been sustained.”***
Rather, the evidence “show[ed] that the[] substantive offenses were . . .
committed by [other co-conspirators] in furtherance of the unlawful
agreement or conspiracy.”** Nevertheless, the Supreme Court sustained the
conviction of the inactive co-conspirator.**®> The Court found, “[t]he criminal
intent to do [an] act is established by the formation of [a] conspiracy.”**® A
conspiracy is, however, an unlawful enterprise from beginning to end; it has
no legitimate purpose.

138  City of Chicago v. Morales, 527 U.S. 41, 66 (1999).

3% |d. at 66 (O’Connor, J., concurring). | over-simplify for the sake of argument.
Justice O’Connor suggests in her concurrence that the City of Chicago might constitutionally
define loitering as “remain[ing] in any one place with no apparent purpose other than to
establish control . . . to intimidate . . . or to conceal illegal activities.” As the dissent points
out, however, such a definition would not preclude police officers from exercising undue
discretion. 1d. at 93-95 (Scalia, J., dissenting). | take Justice O’Connor to mean, therefore,
something akin to a proposition asserted by the plurality — that “[w]e have no doubt that a law
that directly prohibited [intimidation] would be constitutional.” Id. at 51-52.

140" 1d. at 95 (Scalia, J., dissenting).

YL, at 46.

142 |d. at 68 (O’Connor, J., concurring).

ﬁz Pinkerton v. United States, 328 U.S. 640, 645 (1946).

Id.

145 1. at 647-48.
146 |d.
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None of these three situations is apposite: the sanctions levied by §
2339B are criminal;'*’ the facts have not been found with any specificity;**®
and, although some designated organizations, like al-Qaeda, and like all
conspiracies, lack any legitimate purpose,*® some of the organizations
designated terrorist have legitimate as well as illegitimate purposes.**

To understand why the Ninth Circuit’s irrebutable presumption may
not stand, and indeed why the Ninth Circuit’s position is logically
inconsistent with other decisions it has rendered, consider a recent copyright
case. In MGM v. Grokster, the Ninth Circuit had to decide whether to
impose secondary copyright liability on the makers of software, where 90%
of the uses of the software were illegal, the software designers had
knowledge their software was being used for illegal purposes, and without
their help, illegal activity would not have been possible.™ MGM’s
characterization of Grokster sounds similar to the way Congress has
characterized FTOs and those who contribute to them. Yet the Ninth Circuit
held that the non-infringing uses for the software were substantial, that the
makers of Grokster did not have “specific knowledge of infringement at a
time at which they contribute[d] to the infringement,” and that their services
were not material contributions to those guilty of illegal downloading
activity." The Ninth Circuit so held even though Grokster branded itself as
“the next Napster.”*®® If the Ninth Circuit is willing to look closely at
software, understanding that it can be used for good or for ill, why won’t it
do the same for foreign organizations and those who contribute to them?***

147 See 18 U.S.C. § 2339B(a)(1) (2000). Anyone convicted of providing material
support to a designated organization faces up to ten years in prison. Id.
See supra notes 122-129 and accompanying text.
Cole, The New McCarthyism, supra note 12, at 14.
See supra notes 122-129 and accompanying text. As Harry Kalven, Jr., stated,
“[e]ven in the eyes of its harshest critics, a radical political organization is not a pure
conspiracy and nothing more.” HARRY KALVEN, JR., A WORTHY TRADITION: FREEDOM OF
SPEECH IN AMERICA 251 (Jamie Kalven ed., 1988).

151 MGM Studios, Inc. v. Grokster Ltd., 380 F.3d 1154, 1158 (9th Cir. 2004).

152 |d. at 1161-62 (alternation in original) (citing MGM Studios, Inc. v. Grokster
Ltd., 250 F. Supp. 2d 1029, 1036 (C.D. Cal. 2003)).

158 1d. at 1164 (citing MGM Studios, Inc. v. Grokster Ltd., 250 F. Supp. 2d 1029,
1036 (C.D. Cal. 2003)). The Ninth Circuit is not alone. Judge Posner of the Seventh Circuit
has argued that many purveyors of Peer-to-Peer technology should not be vicariously liable
for the infringement of their customers. He has said, reasoning by analogy, “[a] retailer of
slinky dresses is not guilty of aiding and abetting prostitution even if he knows that some of
his customers are prostitutes.” In re Aimster, 334 F.3d 643, 651 (7th Cir. 2003).

The Ninth Circuit’s logic was not undermined by the Supreme Court’s
subsequent decision in Grokster. The Supreme Court found, “[t]he record is replete with
evidence that from the moment Grokster and StreamCast began to distribute their free
software, each one clearly voiced the objective that recipients use it to download copyrighted
works, and each took active steps to encourage infringement.” MGM Studios, Inc. v. Grokster
Ltd., 125 S. Ct. 2764, 2772 (2005). It did not infer or presume intent. See id. at 2778 (“Sony
barred secondary liability based on presuming or imputing intent to cause infringement solely
from the design or distribution of a product capable of substantial lawful use, which the
distributor knows is in fact used for infringement.”); see also Todd C. Chapman, Sharing in

149
150



88 HAMLINE LAW REVIEW [Vol. 29:1

C. But Is It Speech?: § 2339B as a Regulation of Conduct

Section I.A., portrayed a scenario where § 2339B would be applied
to pure expression (e.g. a book or a manual). It concluded that unless the
government could prove that those who provided material support did so
with the specific intent to aid in and abet the commission of terrorist acts,
convictions obtained under § 2339B would be unconstitutional. Similarly,
Section 1.B. argued that to sustain § 2339B as a vicarious liability law, courts
should require the government to prove specific intent. However, most
material support provided to FTOs is not purely expressive; individuals
donate money to such organizations.® In this vein, some courts have
suggested that § 2339B may readily be sustained since it regulates conduct,
not expression.™® Judge Ellis, for instance, suggested in United States v.
Lindh that “[i]f the First Amendment is not offended in one case [when the
government restricts the supply of goods or services to a foreign nation, i.e.
conduct], it is similarly not offended in the other.”*’

This Section, like Section I.A., proposes a hypothetical. Suppose an
individual wishes to contribute to an FTO that is politically active in the
United States and also abroad. Some courts have sought to distinguish §
2339B from campaign finance laws by suggesting, “the cases equating
monetary support with expression involved organizations whose
overwhelming function was political advocacy.”™® Setting aside whether

the Groove: Ninth Circuit Allows Peer-to-Peer Networks to Continue File-Sharing: MGM
Studios, Inc. v. Grokster, Ltd., 4 CHI.-KENT J. INTELL. PrROP. 304 (2005); Stacey L. Dogan, Is
Napster a VCR?: The Implications of Sony for Napster and Other Internet Technologies, 52
HASTINGS L. J. 939 (2001) (calling for a nuanced, fact-sensitive approach to adjudication of
vicarious copyright claims); Jesse M. Feder, Is Betamax Obsolete?: Sony Corp. of America v.
Universal City Studios, Inc. in the Age of Napster, 37 CREIGHTON L. REv. 859 (2004).

18 Cf. United States v. Hammoud, 381 F.3d 316, 330 (4th Cir. 2004) (“The
possible vagueness of these prongs [‘training’ and ‘personnel’] of the material support
definition does not affect Hammoud's conviction . . . because he was specifically charged with
providing material support in the form of currency.”).

See, e.g., Hammoud, 381 F.3d at 328 n.3 (“Hizballah is not a political advocacy
group, however. Therefore, while providing monetary support to Hizballah may have an
expressive component, it is not the equivalent of pure political speech.”); Humanitarian Law
Project v. Reno, 205 F.3d 1130, 1135 (9th Cir. 2000) (“[The government] may certainly
regulate contributions to organizations performing unlawful or harmful activities, even though
such contributions may also express the donor's feelings about the recipient.”). See generally
THOMAS EMERSON, THE SYSTEM OF FREEDOM OF EXPRESSION 80 (1970) (discussing the
difference between conduct and expression).

Courts that make this analytical move analogize attacks on § 2339B to attacks on
travel bans. See, e.g., Zemel v. Rusk, 381 U.S. 1 (1965). In Zemel v. Rusk, the Supreme
Court upheld a law permitting the government to impose a travel ban on journeys to Cuba; the
Court said, “to the extent that the Secretary’s refusal to validate passports for Cuba acts as an
inhibition . . . it is an inhibition of action . . . the refusal to validate appellant’s passport does
not result from any expression or association on his part.” Id. at 16.

57 United States v. Lindh, 212 F. Supp. 2d at 541, 571 (2002).

158 Humanitarian Law Project v. Reno, 205 F.3d at 1134.
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this a salient distinction for First Amendment purposes, this Section assumes
that a court is confronted with the application of § 2339B to an individual
who has donated to an organization that devotes serious time to political
advocacy. The question then is: can a court sustain 8 2339B by relying on
the Supreme Court’s campaign finance jurisprudence? This Section first
derives the First Amendment analytical paradigm that the Supreme Court has
articulated in its campaign finance decisions. It then applies that paradigm to
§ 2339B.

1. The Campaign Finance Paradigm

Since Buckley v. Valeo,"* the Supreme Court has fumbled as it has

sought to explain its various campaign finance decisions; it found a
principled way of doing so in McConnell v. FEC.**® In McConnell, the
Supreme Court took notice of the fact that persons in great number believe
that an “appearance of corruption” exists.® The Court then proceeded in
two steps: first, it matched up the goal of Congress, that of avoiding the
appearance of corruption, with the law that Congress had passed, the
Bipartisan Campaign Reform Act (BCRA); second, finding a good fit, the
Court then queried whether that goal could be squared with its understanding
of the First Amendment.’®* While this analytical paradigm is by no means
explicit, the history and evolution of the Court’s campaign finance
jurisprudence suggest that this paradigm is, in fact, what the Court used in
McConnell.

Prior to McConnell, the Court oscillated between three goals that it
attributed to Congress: 1) that of “preserving the integrity of the electoral
process” from corruption;'®® 2) that of “equalizing the relative ability of all
voters to affect electoral outcomes;”* and 3) that of “provide[ing] the
electorate with [necessary] information.”™® These could be termed the
anticorruption goal, the equality goal, and the information goal. By the time
it decided McConnell, however, the Court had more or less rejected each of
these three goals for one of two reasons: Either the goal did not match up
with the laws that came before the Court, or the goal could not be squared
with the Court’s understanding of the First Amendment. This Section briefly
describes why the Supreme Court rejected each of these goals, and thereby
illuminates the development of the analytical paradigm the Court used in
McConnell.

15 Buckley v. Valeo, 424 U.S. 1 (1976) (per curiam).
160 McConnell v. Fed. Election Comm., 124 S. Ct. 619 (2003) (Kennedy, J.,
dissenting).
181 |d. at 748 (Kennedy, J., dissenting).
6214, at 627.
183 Buckley, 424 U.S. at 10.
164 1d. at 17.
165 |d. at 66.



90 HAMLINE LAW REVIEW [Vol. 29:1

In its earliest campaign finance decisions, the Supreme Court
assumed that when Congress passed laws restricting the amount one could
contribute to a political party, it did so to stem political corruption, loosely
defined as “[a] subversion of the political process.”166 Few laws, however,
matched up well with the anticorruption goal because it was hard to
distinguish between ‘dangerous’ donations (those likely to corrupt) and
‘safe’ donations (those unlikely to corrupt).'”” Laws were wildly over and
under-inclusive. Dissatisfaction with the corruption goal boiled over in
McConnell; there, Chief Justice Rehnquist vehemently objected to the
attempt by some members of the Court to justify the BCRA by reference to
that goal.'®®

The Supreme Court has also suggested that Congress, in passing
laws restricting the amount one can contribute to a political party, may have
sought to realize equality or information goals.'” Some members of the
Court have argued, “restrictions on the speech of some [are permitted] in
order to prevent a few from drowning out the many.”'”® Other members of
the Court have stated, “[iJn a republic where the people are sovereign, the
ability of the citizenry to make informed choices among candidates for office
is essential . . . .” """ While both the equality and information goals match up
better with the laws enacted by Congress, they are both theoretically
problematic. As Robert Post has pointed out, the equality goal implies “the
denial of freedom within public discourse.” But such a denial “contradict[s]
the central premise of our democratic enterprise,” that democracy is intended
to reconcile the self to the state and does so by permitting true critical
interaction in the public sphere.'”

166 Fed. Election Comm. v. Nat’l Conservation Political Action Comm., 470 U.S.

480, 497 (1985).

187 See supra notes 102-113 and accompanying text (noting two cases in which the
Court had difficulty distinguishing between the types of donations).

'8 The Chief Justice would have held the BCRA unconstitutional since it
regulates “all donations to national political committees, no matter the use to which the funds
are put.” McConnell v. Fed. Election Comm., 124 S. Ct. at 779 (Rehnquist, C.J., dissenting)
(emphasis removed).

See Yoav Dotan, Campaign Finance Reform and the Social Inequality
Paradox, 37 U. MiIcH. J. L. REFORM 955 (2004) (providing a recent description of the equality
goal). Justice Stephen Breyer is its most prominent champion on the bench; he has said of
campaign finance reform, it “helps to maintain a form of government open to participation . . .
[by] democratiz[ing] the influence that money can bring to bear . . . .” Stephen Breyer, Our
Democratic Constitution, 77 N.Y.U. L. REv. 245, 253 (2002) [hereinafter Breyer].

170" Nixon v. Shrink Missouri, 528 U.S. 377, 402 (2000) (Breyer, J., concurring).

71 Buckley v. Valeo, 424 U.S. 1, 14-15 (1976). Alexander Meiklejohn was one of
the most prominent proponents of the information goal. He conceptualizes our society as a
town hall where the “freedom of speech shall be unabridged. And yet the meeting cannot even
be opened unless, by common consent, speech is abridged.” ALEXANDER MEIKLEJOHN, FREE
SPEECH AND ITS RELATIONS TO SELF GOVERNMENT 22 (2000). For Meiklejohn, the aim of the
First Amendment is to insure the voting of wise decisions. Id. at 25.

172 Robert Post, Meiklejohn’s Mistake: Individual Autonomy and the Reform of
Public Discourse, 64 U. CoLo. L. REv. 1109, 1132 (1993).
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The information goal is equally problematic; it relies on a
paternalistic concept of the state that is foreign to the First Amendment.'”® In
seeking to achieve the information goal, Congress and the courts, rather than
citizens, decide what speech is necessary to insure that voters are adequately
informed. Members of the Court have picked up on both of these theoretical
objections. Speaking of the equality goal, Justice Powell urged the Court to
refrain from holding that “the fact that advocacy may persuade the electorate
is . .. a reason to suppress it.”"* Speaking of the information goal, Justice
Thomas has argued, “the right to free speech is a right held by each
American, not by Americans en masse.” "

In McConnell, the Supreme Court suggested a fourth goal that might
match up with the laws passed by Congress and prove theoretically
unproblematic: the appearance of corruption goal.’”® The Court stated,
“contribution limits, like other measures aimed at protecting the integrity of
the process, tangibly benefit public participation in political debate.”*”” In
support of this position, the Court cited the testimony of a former Senator,
who suggested that should the Supreme Court fail to uphold the provisions
curbing soft money, the result “in the public’s mind would be worse” than if
the Court had not taken the case at all.™® As Justice Kennedy put it, the
McConnell Court asked “whether some persons . . . assert that the regulated
conduct appears corrupt to them.””®  Furthermore, Nathaniel Persily and
Kelli Lammie have rightly opined: “When government lawyers make
arguments seeking to justify a state's infringement of a constitutional right,
they tend not to say something like ‘most people think a problem exists, so
the state has a compelling interest in allaying their fears.” Yet in the context

178 Nixon, 528 U.S. at 420 (Thomas, J., dissenting).

17 First National Bank v. Bellotti, 435 U.S. 765, 790 (1978).

15 Nixon, 528 U.S. at 420 (Thomas, J., dissenting).

176 Justice Breyer hinted at this goal in 2002. He said, campaign finance laws
“build[] public confidence.” Breyer, supra note 169, at 253; see also Note, Satisfying the
“Appearance of Justice”: The Uses of Apparent Impropriety in Constitutional Adjudication,
117 HARrv. L. Rev. 2708 (2004) (providing a clear exposition of this goal across a variety of
constitutional doctrines); cf. Charles E. M. Kolb & Christopher Dreibelbis, Campaign Finance
Reform: A Business Perspective, 50 CATH. U. L. Rev. 87, 87 (2000) (“[R]ecent surveys
strongly suggest that one of the key reasons why people are choosing not to vote is because of
their disgust with the current system of campaign finance.”).

177 McConnell v. Fed. Election Comm., 124 S. Ct. 619, 656 (2003).

178 McConnell, 124 S. Ct. at 673 n.59.

1% McConnell, 124 S. Ct. at 749 (Kennedy, J., dissenting). Other recent decisions
confirm that the Supreme Court is moving away from an individual conception of political
rights and toward a group conception (including the group comprised of the American people)
of political rights. See, e.g., Vieth v. Jubelirer, 124 S. Ct. 1769, 1797 (2004) (Kennedy, J.,
concurring); Georgia v. Ashcroft, 539 U.S. 461, 492 (2003) (Kennedy, J., concurring);
Richard H. Pildes, The Constitutionalization of Democratic Politics, 118 HARV. L. REv. 28, 59
(2004) [hereinafter Pildes] (“Representational rights, as Justice Kennedy called the claims at
stake, are not individual ones.”).
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of campaign finance, government lawyers not only make such an argument,
but such reasoning and evidence have become almost mandatory.”

Since any law that accurately gauges and responds to public
perceptions is a good match with the appearance of corruption goal, the
BCRA passed the first prong of the Supreme Court’s First Amendment
test.'® At the same time, the appearance of corruption goal can also be
squared with the First Amendment. If public discourse is intended to
facilitate communication among persons from different traditions and
cultures, it cannot be exclusionary. If it were, individuals would retreat
within their own cultural domains. If citizens feel systematically excluded
from the political process, the First Amendment has failed. Thus, a law that
insures that citizens feel included is a good law for First Amendment
purposes.

Therefore, it appears that when the Supreme Court has considered
campaign finance laws, it has enumerated various goals that Congress might
have had in passing the laws and has asked two questions of them: 1) how
well do they match up with the laws themselves; and 2) can they be squared
with the Court’s understanding of the First Amendment.

2. The Campaign Finance Paradigm Applied to § 2339B

There are two potential goals that might have motivated Congress to
pass § 2339B: 1) preventing terrorist attacks; and 2) reassuring citizens that
the state is doing everything within its power to prevent terrorist attacks.
The first could be termed the prevention goal and the second the reassurance
goal.

The prevention goal does not match-up well with § 2339B. Itis a
corollary to the corruption goal. Similar to laws designed to stop political
corruption, § 2339B does not thoroughly distinguish between “bad” and
“good” donors, or between “bad” and “good” kinds of donations. Section
2339B does not distinguish between one who contributes to the HAMAS
general fund and one who accompanies an agent of HAMAS to a local store
and watches as that agent buys baby food with his money. Moreover, §
2339B does not distinguish between a suitcase full of unmarked bills and a
dedicated check that can only be cashed by baby food vendors.*®

180 Nathaniel Persily & Kelli Lammie, Perceptions of Corruption and Campaign

Finance: When Public Opinion Determines Constitutional Law, 153 U. PA. L. Rev. 119, 120
(2004) [hereinafter Persily & Lammie].

8. Indeed, as one commentator put it, “[w]hatever the wisdom of BCRA, the
statute embodies as visible and fully debated a legislative and public process as American
politics currently produces.” See Pildes, supra note 179, at 139; see also Persily & Lammie,
supra note 180, at 121.

82 Congress drew such distinctions in discussing the certain kinds of material
support that it wished to exempt from § 2339B’s coverage. The House of Representatives
Conference Report reads, “‘medicine’ should be understood to be limited to the medicine
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Throughout the 1990s, the Supreme Court reiterated, “it would
ignore reality to think that the [political] party role is adequately described
by speaking generally of electing particular candidates.”*®* Only after
Congress conducted an exhaustive investigation did the Supreme Court
conclude, “[g]iven th[e] close connection and alignment of interests
[between federal politicians and political parties], large soft-money
contributions to national parties are likely to create actual or apparent
indebtedness on the part of federal officeholders, regardless of how those
funds are ultimately used.”*® FTOs are not like political parties, and
Congress has adduced insufficient evidence to prove that FTOs are unitary
entities, that a dollar spent on baby food frees up a dollar that can be spent on
guns.*® Hence, § 2339B cannot be sustained as an attempt to realize the
prevention goal.

The reassurance goal matches up better with § 2339B. It is
analogous to the appearance of corruption goal. As Bruce Ackerman has
said, “[w]hen a terrorist attack places the state's effective sovereignty in
doubt, government must act visibly and decisively to demonstrate to its
terrorized citizens that the breach was only temporary, and that it is taking
aggressive action to contain the crisis and to deal with the prospect of its
recurrence.”*® If the goal of Congress were reassurance, § 23398 would
make sense. Whether or not an individual gave an FTO anything useful, it
would reassure others that he had been caught and prosecuted. Unlike the
appearance of corruption goal, however, the reassurance goal cannot be
reconciled with the First Amendment. It would authorize the worst kind of

persecution.

3. Constitutional and Unconstitutional Applications of § 2339B to
Donations Destined for Politically Active FTOs

This does not mean that 8 2339B cannot be constitutionally applied
to anyone who donates money to an FTO that is politically active in the
United States. What it does mean is that § 2339B may not be sustained
solely on the basis of the Supreme Court’s campaign finance decisions. In
the absence of proof of specific intent, § 2339B is unconstitutional as applied
to some donors. Prior to McConnell, and prior to the Supreme Court’s
enunciation of the appearance of corruption goal, the Court routinely found

itself, and does not include the vast array of medical supplies. ‘Religious materials’ should
not be read to include anything that could be used to cause physical injury to any person.” H.
Conf. Rep. No. 104-518, at 114 (1996), reprinted in 1996 U.S.C.C.A.N. 944, 947.

18 Fed. Election Comm. v. Colo. Republican Fed. Campaign Comm., 533 U.S.
431, 450-51 (2001).

18 McConnell v. Fed. Election Comm., 124 S. Ct. 619, 667 (2003).

185 See supra notes 122-129 and accompanying text.

18 Bruce Ackerman, The Emergency Constitution, 113 YALE L. J. 1029, 1037
(2004).
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unconstitutional the application of campaign finance restrictions to certain
donors and to certain types of donation. In FEC v. Massachusetts Citizens
for Life, for instance, the Court struck down an FEC decision requiring
MCEFL to establish a segregated fund through which it would fund political
expression.’®” The Court stated, “[g]roups such as MCFL . . . do not pose [a]
danger of corruption.”™  Similarly, in Colorado Republican Federal
Campaign Committee v. FEC (Colorado 1), the Court invalidated an FEC
decision restricting political parties’ independent expenditures.’®* The Court
struck down that FEC decision even though few expenditures made by
political parties can really be considered ‘independent,” and even though
coordinated (non-independent) expenditures count as contributions.® The
Court explained, “[w]e are not aware of any special dangers of corruption
associated with political parties that tip the constitutional balance in a
different direction.”*®* The Court simply did not think that donors like
MCEFL, and donations like those made by the Colorado Republican Federal
Campaign Committee, were sufficiently dangerous to warrant restriction.*”
The same can be said of restrictions on the provision of material support to
politically active FTOs.

D. The Hydraulics of the Ninth Circuit’s Rejection
of the Positive Challenge

The previous three sections have advanced the argument that §
2339B may not be applied to some defendants unless the government can
prove that they intended to aid in and abet the commission of terrorist acts.
These sections, however, implicitly suggest that if two facts currently in
dispute were true, the Ninth Circuit’s rejection of the positive argument
would have been correct. First, if all FTOs were like al-Qaeda, organizations
with few or no political goals that they strive to advance in the United States,
courts could safely presume that those who donate to them do so with the
intent of aiding in and abetting the commission of terrorist acts. Second, if
the constituent parts of all FTOs operated in unison, if for instance it were
impossible to segregate the baby food given to the humanitarian arm of an
FTO from the weapons given to the terrorist arm of an FTO, courts could
safely sustain § 2339B under the Supreme Court’s campaign finance cases.
Indeed, if all FTOs were like the mafia, § 2339B would be unproblematic.

87 Fed. Election Comm. v. Mass. Citizens for Life, 479 U.S. 238, 263 (1986).

188 d. at 259

18 Colo. Republican Fed. Campaign Comm. v. Fed. Election Comm., 518 U.S.
604, 626 (1996)

190 1d, at 646 (Thomas, J., dissenting) (“The very aim of a political party is to
influence its candidate's stance on issues and, if the candidate takes office or is reelected, his
votes.”).

91 1d. at 616.

192 1d.
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For these two facts to be true, the Secretary of State would have to
investigate each FTO extensively prior to designation. Furthermore, for
these two facts to be true, the designation process would have to include true
adversary hearings. For the Ninth Circuit’s rejection of the positive attack to
be right, the designation process would have to be pitch-perfect and utterly
reliable. The process, however, treats al-Qaeda and MEK or NCRI as birds
of a feather.

I11. THE NINTH CIRCUIT’S REJECTION OF THE DEFENSIVE
CHALLENGE

This Part discusses the second major holding of the Ninth Circuit —
that those charged with violation of § 2339B may not challenge the FTO
designation process or its results.'®® Section II.A. analyzes the Ninth
Circuit’s rejection of the defensive challenge. It strives to answer the three
questions posed by the Ninth Circuit in United States v. Afshari. First, is the
validity of an FTO’s designation an element of the offense with which
individuals like Rahmani are charged?194 Second, do individuals like
Rahmani have interests sufficiently distinct from the interests of the
organizations designated as FTOs to justify affording them an independent
right to challenge the designations,*®® or, in the alternative, does any
distinction between their interests justify precluding collateral challenges?**®
Third, does § 2339B, if it precludes collateral challenges, violate the
nondelegation doctrine?'””  Section 11.B. argues that, while the Ninth
Circuit’s holding is at least plausible, it forces the designation process to bear
a great deal of legal weight.

A. The Afshari Decision

In United States v. Afshari, the Ninth Circuit found that the accuracy
of an FTO’s designation was irrelevant to the validity of a prosecution under

1% See United States v. Afshari, 392 F.3d 1031, 1036 (9th Cir. 2004) (“[1]f
defendants provide material support for an organization that has been designated a terrorist
organization under § 1189, they commit the crime, and it does not matter whether the
designation is correct or not . . . [or whether it was made] in an unconstitutional manner . . .

7).

1% United States v. Hammoud, 381 F.3d 316, 331 (4th Cir. 2004) (“Congress has
provided that the fact of an organization's designation as an FTO is an element of § 2339B,
but the validity of the designation is not.”); accord Afshari, 392 F.3d at 1037.

1% Afshari, 392 F.3d at 1036 (noting the significance of the fact that “MEK took
advantage” of its opportunities to challenge its designation).

19 Cf. id. at 1036-37 (“[T]he defendants' rights were not directly violated in the
earlier designation proceeding. The predicate designation was against the MEK, not the
defendants.”).

197" Cf. id. at 1040 (noting the extensive review of MEK’s status by courts and the
Executive); Humanitarian Law Project v. Reno, 205 F.3d 1130, 1136-37 (9th Cir. 2000).
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§ 2339B."*® Drawing on cases interpreting the Export Administration Act
(EAA)," the Ninth Circuit distinguished § 2339B from a similar Alabama
statute [that] “prohibited [the] sale of ‘obscene printed or written matter,’
because in the latter case obscenity was an element of the crime.””?*

The Ninth Circuit erred. The Supreme Court has never held that the
outcome of an administrative procedure was not an element of the offense
charged.® Lewis v. United States, a case relied upon by the Afshari court,
involved a statute that prohibited those convicted “by a court of the United
States or of a State . . . of a felony” from bearing arms.*®* The validity of
that conviction was an element of the offense.?®® The Court acknowledged
that although Lewis could not launch a collateral attack on its validity, the
“disability based upon [his] status as a convicted felon [w]ould cease only
[if] the conviction upon which that status depends ha[d] been vacated.””®* If
the validity of the conviction had not been an element of the offense, the
Court could not have so held.

The Ninth Circuit’s argument that the validity of an FTO’s
designation is not an element of the offense charged under § 2339B is also
undercut by a reading of the Model Penal Code (MPC). Under the MPC, an
“element of an offense [is] (i) such conduct or (ii) such attendant
circumstances . . . as (a) is included in the description of the forbidden
conduct . . . or (b) establishes the required kind of culpability . . . ."?* The
validity of an FTO’s designation, or status, falls under this definition.

Second, the Ninth Circuit urged, even if the validity of the
designation were an element of the offense, Rahmani and others need not be
permitted to challenge it because their interests are aptly represented by the
FTOs.?® The Ninth Circuit held, “a criminal proceeding may go forward,
even if the predicate was in some way unconstitutional, so long as a
sufficient opportunity for judicial review of the predicate exists.”?®" As one

198 Afshari, 392 F.3d at 1035-37.

199 E g., United States v. Moller-Butcher, 560 F. Supp. 550, 552 (D. Mass. 1983)
(“Nowhere is the ‘significant contribution’ standard listed as an essential element of a crime
under the Act.”).

200 Afshari, 392 F.3d at 1039.

26 See, e.g., United States v. Mendoza-Lopez, 481 U.S. 828, 833-34 (1987) (“In
United States v. Spector, 343 U.S. 169 (1952), we left open whether the validity of an
underlying order of deportation may be challenged in a criminal prosecution in which that
prior deportation is an element of the crime. Today, we squarely confront this question . . .

22| ewis v. United States, 445 U.S. 55, 60 (1980) (internal quotation marks
omitted).

20314, at 56-58.

204 |d. at 61 n.5.

205 MopEL PENAL CobE §§ 1.13(9)(a)-(b).

26 United States v. Afshari, 392 F.3d 1031, 1036 (9th Cir. 2004); see also United
States v. Sattar, 272 F.2d 348, 366 (S.D.N.Y. 2003) (holding that “Congress provided [FTOs]
with judicial review of [their] own designation”).

Afshari, 392 U.S. at 1036.
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commentator paraphrased this argument, “because others [can] challenge the
administrative [determination of FTO status], a Section 2339B accused
cannot.”*®

Such an argument holds little water in the ordinary criminal
context,”® and it holds none when the government criminalizes what are at
least possibly First Amendment activities.”’* In McKinney v. Alabama, a
case dealing with a prosecution for dissemination of an obscene publication
where the fact of obscenity had been established in a prior civil proceeding,
the Supreme Court explicitly found that even though various individuals
could have challenged the obscenity finding during the civil proceeding,
someone subsequently charged with distributing that publication should be
permitted a collateral attack.”* The Court said, “[t]here is no indication that
they [the defendants charged with distribution] are in privity with him [the
publisher], as that term is used in determining the binding effects of
judgments.”?*2

At times, the Ninth Circuit appears to suggest that it is the distinction
between the interests of individuals like Rahmani and FTOs that justifies
precluding & 2339B defendants from collaterally attacking the validity of the
designation.”** The Ninth Circuit stated, “the defendants’ rights were not
directly violated in the earlier designation proceeding. The predicate
designation was against the MEK, not the defendants.”®* This argument is
in tension with other propositions advanced in the court’s opinion.”® It is
also foreclosed by United States v. Bozaro, an earlier Ninth Circuit case upon
which the Afshari court relied.?*°

Finally, the Ninth Circuit declared that individuals like Rahmani
should not be permitted to challenge the underlying designation of an
organization as an FTO because the validity of such a designation is beyond
the competence of a jury and many courts.”’” This holding echoes EAA

208 jonakait, supra note 20, at 159.

29 Compare United States v. Mendoza-Lopez, 481 U.S. 828, 838 (1987)
(“[W]here the defects in an administrative proceeding foreclose judicial review of that
proceeding, an alternative means of obtaining judicial review must be made available before
the administrative order may be used to establish conclusively an element of a criminal
offense.”) with United States v. Schmidt, 604 F.2d 236, 238 (3d Cir. 1979) and United States
v. Thoresen, 428 F.2d 654, 667 (9th Cir. 1970).

210 gsee supra Section I.C.

21 McKinney v. Alabama, 424 U.S. 669, 670 (1976).

212 |d. at 675.

213 see United States v. Afshari, 392 F.3d 1031, 1036-37 (9th Cir. 2004).

214 1d.; see also United States v. Sattar, 272 F. Supp. 2d 348, 364 (S.D.N.Y. 2003)
(“The designation of IG as an FTO had no effect on the defendants.”).

25 Afshari, 392 F.3d at 1035-37. For instance, if only an FTO’s rights were
implicated by a designation proceeding, it would not matter if no FTO ever challenged its
designation, since individuals like Rahmani apparently have no dog in such fights. See id.

218 United States v. Bozarov, 974 F.2d 1037, 1040 n.1 (9th Cir. 1992) (in a case
involving a challenge to the designation process of the Export Administration Act, the court
held, “Bozarov has been directly injured by the statute”).

217 Afshari, 393 F.3d at 1040.

B B
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cases.’® In United States v. Spawr Optical Research, Inc., for instance, the

court worried about “judicial factfinding on intricate licensing questions.”**?
Further, in United States v. Mandel, the Ninth Circuit found “administrative
decisions under the EAA implicate national security concerns and foreign
policy considerations . . . . [w]hereas a court is well suited to determine
whether a prior deportation or classification hearing was fairly and properly
conducted, it is ill suited to determine whether a particular oscilloscope has
an impact on war and peace.”® The Ninth Circuit also held that such grants
of power to the Executive do not violate the nondelegation doctrine, a
doctrine that requires the imposition of sufficient constraint on the Executive
to insure that it is not making laws, only enforcing them.?! The court said of
the material support law, “the Secretary [of State] could not, under this
standard, designate the International Red Cross or the International Olympic
Committee as terrorist organizations.”

The validity of a designation is close to a political question,?® and
there is no doubt that the Executive does not exercise untrammeled authority
to designate whomever it pleases. Nevertheless, when the Executive
regulates on the basis of First Amendment activity it must suffer
constraint.”*  As the Supreme Court remarked in Speiser v. Randall, “[t]he
separation of legitimate from illegitimate speech calls for . . . sensitive
tools.”?® Here, the question is not whether individuals who wish to provide
material support to potentially terrorist organizations are engaged in First
Amendment activity, but rather whether the organizations themselves are. If
we worry that the Executive will choose which organizations to designate as
FTOszcz)? the basis of their speech, then the Ninth Circuit’s argument may not
stand.

28 gee United States v. Mandel, 914 F.2d 1215, 1222 (9th Cir. 1990); United

States v. Spawr Optical Research, Inc., 864 F.2d 1467, 1473 (9th Cir. 1988).
Spawr Optical Research, Inc., 864 F.2d at 1473.

220 Mandel, 914 F.2d at 1222.

221 gee Touby v. United States, 500 U.S. 160 (1991) (a recent discussion of the
nondelegation doctrine).

222 Hymanitarian Law Project v. Reno, 205 F.3d 1130, 1137 (9th Cir. 2000).

228 gee, e.g., Zemel v. Rusk, 381 U.S. 1, 17 (1965) (“[B]ecause of the changeable
and explosive nature of contemporary international relations, . . . Congress - in giving the
Executive authority over matters of foreign affairs - must of necessity paint with a brush
broader than that it customarily wields in domestic areas.”); see also People’s Mojahedin
Organization of Iran v. Dep’t of State, 182 F.3d 17, 23 (D.C. Cir. 1999) (finding that the
determination that an organization was a threat to national security was non-justiciable).

224 Brief of Plaintiff-Appellant at *13, United States v. Afshari, 412 F.3d 1071
(9th Cir. 2005) (No. 02-50355).

Speiser v. Randall, 357 U.S. 513, 525 (1958); see also Freedman v. Maryland,
380 U.S. 51 (1965).

226 Cf. Fosyth County v. The Nationalist Movement, 505 U.S. 123 (1992) (striking

down a licensing scheme that vested local officials with too much discretion).
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B. The Hydraulics of the Ninth Circuit’s Rejection of the Defensive
Challenge

It is hard to know whether the Secretary of State takes First
Amendment activity into account in making designation decisions. Those
who did not support passage of this piece of AEDPA worried about “the
discretionary—and largely nonreviewable-ability of the Secretary of State to
designate foreign organizations as ‘terrorist’ for purposes of the
aforedescribed fundraising and membership prohibitions.”’ But is, as the
Ninth Circuit queried in Bozarov, “the Secretary [acting] for impermissible
reasons?”**

There is at least some evidence to suggest so. Take for instance the
Lebanese Hizbollah-controlled television station al-Manar, which was
banned in France for its anti-Semitic, hate-filled broadcasts.””® Shortly after
the French made this decision, and after criticisms were directed at the
United States State Department,”® the Secretary of State chose to list al-
Manar as an FTO.%" The State Department announced that its decision was
based on al-Manar’s history of “incitement to violence.”®** Al-Manar’s
despicable broadcasts, however, are probably protected under the First
Amendment.?*

This uncertainty makes the designation process bear a great deal of
weight. Although in Afshari, the government tried valiantly in its brief
opposing rehearing en banc to suggest that individuals have no First
Amendment right to contribute to FTOs,** that argument puts the cart before
the horse, since the breadth of the right afforded such individuals correlates
directly with the effectiveness of the designation process.?*®

221 House Report, supra note 95, at 179.

28 United States v. Bozarov, 974 F.2d 1037, 1044 (9th Cir. 1992) (emphasis
added).

229 Elaine Sciolino, French Court Delays Decision On Hezbollah-Run TV
Channel, N.Y. TimEs, Dec. 12, 2004, sec. 1, p. 28.

20 1d. (discussing questions directed toward the State Department spokesman

Adam Ereli).
231

232

TV Channel Designated a Terror Group, REUTERS, Dec. 18, 2004.
Samatha M. Shapiro, The War Inside the Arab Newsroom, N.Y. TIMES, Jan. 2,
2005, sec. 6, p. 27.

23 cf. Brandenburg v. Ohio, 395 U.S. 444, 444 (1969).

2% See, e.g., Brief of Plaintiff-Appellant at *11, United States v. Afshari, 412 F.3d
1071 (9th Cir. 2005) (No. 02-50355) (defendants do not have a constitutionally protected right
to associate by providing money to foreign groups with whom the Executive has barred
dealings).

2% gee supra Section 1.D (arguing that if only organizations like al-Qaeda were
subject to designation, 8§ 2339B would raise no First Amendment hackles).
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IV. AWAY FORWARD
A. The Need for a New Regime

Courts or Congress could cure the constitutionally problematic ills
inherent in 8§ 2339B by construing or amending it to require the government
to prove specific intent before prosecuting a violation. This would not
torpedo the government’s efforts to prevent the next terrorist attack. Indeed,
in Hamdi v. Rumsfeld, a Supreme Court plurality stated, while “[h]earsay, for
example, may need to be accepted as the most reliable available evidence
from the Government in [a proceeding to determine whether an individual is
an enemy combatant] . . . . [and while t]Jhe Constitution would not be
offended by a presumption in favor of the Government . . . so long as that
presumption remain[s] a rebuttable one?*® that such “basic process will have
the dire impact on the central functions of warmaking that the Government
forecasts . . . [is] unlikely.”?" If affording defendants an opportunity to rebut
government evidence is acceptable when the defendants are enemy
combatants, surely it is acceptable when the defendants are charitable
contributors who have not taken up arms, but given money or some other
form of material support to an FTO.

Moreover, so construing § 2339B would track construction of the
Treason Clause.”® In Kawakita v. United States, the Supreme Court inferred
from specific acts of cruelty that Kawakita had *“show[n] more than
sympathy with the enemy” and had had the requisite intent to betray the
United States.® The Court explicitly stated that intent could be inferred
“from the overt acts themselves.””®® The Court explained, however, that
such inferences could only be drawn by a jury on a case-by-case basis.*

Neither Congress nor the courts appear to want to take this step.
Failure to do so places immense pressure on the designation process, and the
process can probably never be fixed. Distinctions between those
organizations that should be designated terrorist and those that should not are
difficult to draw. For example, the government long sought to designate the

zzj Hamdi v. Rumsfeld, 124 S. Ct. 2633, 2649 (2004).
Id.

2% 1t would also track international law on the provision of material support to
terrorists. Cf. THE HoME OFFICE, COMBATING THE FINANCING OF TERRORISM: A REPORT ON
UK AcTION (2002) [hereinafter COMBATING THE FINANCING OF TERRORISM]; FINANCIAL
ACTION TASK FORCE ON MONEY LAUNDERING, SPECIAL RECOMMENDATION Il: CRIMINALIZING
THE FINANCING OF TERRORISM AND ASSOCIATED MONEY LAUNDERING, available at
http://www.oecd.org/fatf/SRecsTF_en.htm.

239 Kawakita v. United States, 343 U.S. 717, 741 (1952).

20 1d. at 742; see also Cramer v. United States, 325 U.S. 1, 31 (1945) (“[W]e
think it is permissible to draw usual reasonable inferences as to intent from the overt acts.”).

21 Kawakita, 343 U.S. at 744 (“The issue of intent to betray . . . [is] plainly one
for the jury to decide.”).
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Global Relief Foundation (GRF) a foreign terrorist organization. As the 9/11
Commission concluded, throughout the 1990s, “Chicago agents had evidence
that led them to conclude that GRF was doing much more than providing
humanitarian aid,”*** and although agents “found in GRF’s trash pro-jihad
books and literature,”**® “[t]he money trail generally stopped at the U.S.
border, and the agents could never trace it directly to jihadists or
terrorists.”*** A senior government official believed, the efforts against GRF
and another charity that were thought to be funding terrorism “were less than
a full success and, in fact, were a disappointment because neither charity was
publicly proved to support terrorism.”*** Since distinctions between FTOs
and legitimate charities are difficult to draw, the Secretary of State may
designate too few organizations, and resources will continue to flow to
terrorists, or too many organizations, risking international fallout.?*®

Moreover, even once identified, terrorist organizations morph
quickly and splinter easily.”*’ As Robert Chesney recently stated, “the
evolving nature of the terrorist threat tends to erode the utility of § 2339B
because that statute depends on the ability of prosecutors to link a defendant
to an organization already identified and designated by the Secretary of
State.”®® No matter how assiduous her employees, the Secretary of State
will never be able to keep track of the different names, changing faces, and
evolving modalities of terrorist organizations worldwide.?*

242 JOHN ROTH ET AL., NATIONAL COMMISSION ON TERRORIST ATTACKS UPON THE
UNITED STATES, MONOGRAPH ON TERRORIST FINANCING 90 (2004), available at http://www.9-
11commission.gov [hereinafter 9/11 COMMISSION].

Id. at 91.

244 1d.

25 1d. at 111.

246 Montgomery E. Engel, Donating “Blood Money”: Funding for International
Terrorism by U.S. Charities and the Government’s Efforts to Constrict the Flow, 12 CARDOZO
J. INT'L & Comp. L. 251, 286 (2004) (“To chill this practice [Muslim charitable giving] by
blacklisting by reason of showings made in ex parte and in camera hearings, particularly with
respect to a growing and self-conscious minority community, may contribute to a deepening
sense of marginalization and exclusion.”).

247 \WALTER LAQUEUR, NO END To WAR: TERRORISM IN THE TWENTY-FIRST
CENTURY 212 (2003).

In the past, terrorism was based almost always on easily identifiable

political groups, national or social, but technological developments have

made carrying out terrorist campaigns possible for tiny sects, for local

groupuscules, and eventually for individuals on the pattern of the

Unabomber or the individual who sent out the anthrax letters in the United

States . . . [and t]he number of such groups is immense and constantly

changing.

Id.; see also OWEN BENNETT JONES, PAKISTAN: EYE OF THE STORM 231-32 (2002) (“‘Al-Qaeda
is not a terrorist organization in the traditional sense . . . [rather i]t’s a chameleon, an amoeba,
which constantly changes shape.’”).

28 Robert M. Chesney, The Sleeper Scenario: Terrorism-Support Laws and the
Demands of Prevention, 42 HARvV. J. oN LEGIs. 1, 47-48 (2005).

2 1t bears mention that the same is true of efforts to enforce copyright laws
against those sharing files over the Internet. See, e.g., Fara Tabatabai, Note, A Tale of Two
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This Section, therefore, proposes two new ways to stop the financing
of terrorism. In doing so it draws on the lessons learned in the long fight
against campaign corruption, as well as a fight of more recent vintage, the
fight against Informal VValue Transfer Networks (I\VTs).?°

B. The New Regime: Contours

1. Disclosure

Money will usually out, and find its way to politicians,®" or to
terrorists.”®? Therefore, campaign finance reformers have sought not only to
regulate contributions and expenditures but also to insure that the political
process is transparent.”® Some have suggested that disclosure requirements

Countries: Canada’s Response to the Peer-to-Peer Crisis and What it Means for the United
States, 73 FORDHAM L. Rev. 2321 (2005). The United States’ effort may accomplish little
aside from shifting file sharing technology to countries with more liberal rules. It also bears
mention that, as opposed to running to the courts, as the U.S. government and the music
industry have, Canada has sought to develop new, cooperative solutions to the Peer-to-Peer
dilemma. See id. at 2324.

20 An IVT works as follows: A wants to send money to B, a friend in Somalia. A
gives the money to C, who in turn calls D, a cousin of his Mogadishu. D turns the amount of
money A has given B to C, who identifies himself with a password. Eventually, C returns the
favor, and his account with D is balanced.

B See, e.g., Samuel Issacharoff & Pamela S. Karlan, The Hydraulics of Campaign
Finance Reform, 77 Tex. L. Rev. 1705, 1713 (1999) (“The money that reform squeezes out of
the formal campaign process must go somewhere.”). Recall, for instance, the salvos fired by
various non-profit groups at both presidential candidates this past summer, and the furor they
provoked. See Elisabeth Bumiller & Kate Zernike, President Urges Outside Groups to Halt
All Ads, N.Y. TimMES, Aug. 24, 2004, at A5. See generally Craig Holman & John Claybrook,
Outside Groups in the New Campaign Finance Environment: The Meaning of BCRA and the
McConnell Decision, 22 YALE L. & PoL’y. Rev. 235, 238 (2004) (“Non-profit groups have
suddenly become willing conduits for continuing the flow of ‘soft money.””).

Jim Turner, Winning the War on Terror,
http://www.cfr.org/reg_issues.php?id=13|||1 (“Al-Qaeda . . . still has access to ample funding .
.. [and t]he funds continue to flow.”).

%% see Buckley v. Valeo, 424 U.S. 1, 62-63 (1976). The Federal Election
Campaign Act (FECA) required that political committees, groups that spend or receive more
than $1,000 in any given year, make public the names and addresses of those donating more
than $10. Id. at 63. Individuals who donated money to certain other organizations or spent
money to advocate the election or defeat of a candidate were also required to reveal
themselves. Id. at 80.

Section 434(e) as construed, imposes independent reporting requirements

on individuals and groups that are not candidates or political committees

only in the following circumstances: (1) when they make contributions

earmarked for political purposes or authorized or requested by a candidate

or his agent, to some person other than a candidate or political committee,

and (2) when they make expenditures for communications that expressly

advocate the election or defeat of a clearly identified candidate.

Id. The Bipartisan Campaign Reform Act broadened the scope of this requirement; persons or
groups spending more than $10,000 on ‘electioneering communication” must now also make
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are more effective in preventing corruption and its appearance, and are more
congenial to the political process, than are expenditure or contribution
limits.®  Indeed, even in the wake of the “most far-reaching and
controversial attempt to restructure the national political process in a
generation,”® the campaign finance system remains broken.”® Likewise,
Walter Perkel has urged, “policymakers and law enforcement officials must
focus on improving transparency in [IVTs].”®’ Indeed, a former Treasury
Department official once warned, “[a]ttempts to outlaw the IVTS will only
drive [them] from the front of the bodega to the back room of the parlor
upstairs.”?*®

These same things could be said of the effort to impede the flow of
funds to terrorists and terrorist groups. Disclosure requirements might be
more effective in preventing the next terrorist attack than are measures
designed directly to impede the flow of funds from the United States to
FTOs. Charities active in the Middle East should have to identify the
destinations of their expenditures.

In a recent report, the Financial Action Task Force on Money
Laundering (FATF) proposed a typology of terrorist misuse of non-profit
organizations.””® In example one, a well-endowed foundation uses a variety

themselves known. McConnell v. Fed. Election Comm., 124 S. Ct. 619, 687-88 (2003)
(upholding these new disclosure requirements). Finally, the Internal Revenue Code conditions
tax exemption for certain political not-for-profit organizations on their disclosure of the names
of contributors who have given them more than $200. I.R.C. § 527(j)(3)(B) (2000); see also
Donald B. Tobin, Anonymous Speech and Section 527 of the Internal Revenue Code, 37 GA.
L. Rev. 611, 693-94 (2003) [hereinafter Tobin] (arguing that Congress could constitutionally
impose affirmative disclosure requirements on 527s).

See, e.g., Louis D. BRANDEIS, OTHER PEOPLE’S MONEY AND HOW THE BANKERS
UsE IT 92 (Augustus M. Kelley ed., 1986) (“[S]unlight is . . . the best of disinfectants.”); Note,
The Political Activity of Think Tanks: The Case for Mandatory Contribution Disclosure, 115
HARv. L. Rev. 1502, 1515 (2002) (“Transparency is a hallmark value of modern American
government.”); Campaign Finance Reform Farce, N.Y. TImMES, Apr. 9, 2002, at A24 (“Full
and complete disclosure of who gives how much to political campaigns is a concept embraced
by everyone . . . .”). But see BRUCE ACKERMAN & IAN AYRES, VOTING WITH DOLLARS (Yale
Univ. Press) (2002) [hereinafter ACKERMAN & AYRES] (proposing an anonymous donation
system); William McGeveran, Mrs. Mcintyre’s Checkbook: Privacy Costs of Political
Contributions, 6 U. PA. J. ConsT. L. 1, 4 (discussing constitutional objections to disclosure).

25 Daniel R. Ortiz, The Unbearable Lightness of Being McConnell, 3 ELECTION L.
J. 299, 299 (2004) (discussing BCRA).

26 John M. de Figueiredo & Elizabeth Garrett, Paying for Politics, 78 S. CAL. L.
Rev. 591, 593 (2005) [hereinafter de Figueiredo & Garrett] (“BCRA has not solved the
problems of federal campaign financing . . . .”).

%7 \Walter Perkel, Money Laundering and Terrorism: Informal Value Transfer
Systems, 41 Am. CRiM. L. Rev. 183, 187 (2004) [hereinafter Perkel].

28 The Administration's National Money Laundering Strategy for 2002:
Testimony Before the Senate Comm. on Banking, Housing, and Urban Affairs, 108th Cong.
(2002) (statement of Alvin James, Ernst & Young, LLP).

2% FINANCIAL ACTION TASK FORCE ON MONEY LAUNDERING, COMBATING THE
ABUSE OF NON-PROFIT ORGANIZATIONS: INTERNATIONAL BEST PRACTICES 7 (2002)
[hereinafter FATF BEST PRACTICES].
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of shells to transfer money to terrorists.®® In examples three and four,

regional offices of an international organization and individual aid workers
divert funds to terrorists.”®* All three efforts would be harder to carry off if
more disclosure were required of charitable and non-profit organizations.
Moreover, more information might allow the United States to fight the
broader War on Terror more effectively. As former Governor Thomas H.
Kean of New Jersey, the Republican chairman of the 9/11 Commission said,
“‘it m[ay] be more productive to spend more time following the money,
because you can . . . find out what’s going on, if you can follow these money
trails.””*®* Finally, FATF and the Council of Foreign Relations also argue
that disclosure requirements would be effective.?®®

Congress could impose such disclosure requirements in one of two
ways. First, it could impose such requirements across the board on a
judiciously defined set of charities. This could be done by either strong-
arming the charities into disclosing the information (for instance,
conditioning their tax-exempt status on their willingness to provide that
information)®® or by imposing the requirements directly, as it has on
political committees.®®  Just as Congress has an important interest in
preventing and deterring corruption, *®® so it has an important interest in
preventing and deterring the commission of terrorist acts.”®”  These

20 d. at 9.

%L d. at 10.

%2 Eric Lichtblau, Arrests Tie Charity Group to Palestinian Terrorists, N.Y.
TIMES, July 28, 2004, at A5.

See FATF BEST PRACTICES, supra note 259, at 2 (“Non-profit organisations
[sic] should maintain and be able to present full program budgets that account for all
programme [sic] expenses. These budgets should indicate the identity of recipients and how
the money is to be used.”); CFR REPORT, supra note 126, at 25 (The U.S. should “require
charities operating in the United States to abide by certain U.S. anti-money laundering laws,
by, for example, having the Treasury Department define them as ‘financial institutions’” for
purposes of implementing any ‘special measures' put in place pursuant to the Patriot Act.”).
See generally Tobin, supra note 254.
See Tobin, supra note 254.

%6 Byckley v. Valeo, 424 U.S. 1, 66-68 (1976) (“[Dlisclosure provides the
electorate with information . . . deter[s] actual corruption . . . [and is] an essential means of
gathering the data necessary to detect violations of the contribution limitations.”); see also
McConnell v. Fed. Election Comm., 124 S. Ct. 619, 690 (2003) (“[T]he important state
interests that prompted the Buckley Court to uphold FECA's disclosure requirements--
providing the electorate with information, deterring actual corruption and avoiding any
appearance thereof, and gathering the data necessary to enforce more substantive
electioneering restrictions--apply in full to BCRA.”).

%67 1t would be hard for Congress to require charities active in the Middle East to
disclose their contributors. Those charities would probably argue that if they were forced to
disclose the names of those from whom they receive money, those individuals and
organizations would face harassment, and their right to associate would be chilled. The
Supreme Court suggested in Buckley that small political parties, that do not pose a danger to
the political process and members of which face a ‘reasonable probability” of reprisal if their
names are disclosed, should be exempted from disclosure requirements. Buckley, 424 U.S. at
71 (“There could well be a case . . . where the threat to the exercise of First Amendment rights

265
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disclosure requirements would not unduly stigmatize Middle East oriented
organizations, since the Red Cross and others would presumably have to
comply with the disclosure rules.

Second, Congress could create a second type of designated
organization. In addition to designated FTOs, the Secretary of State could be
empowered to designate some charities as Foreign Charitable Organizations
(FCOs). These FCOs would be subject to none of the sanctions applied to
FTOs, and those who affiliate with FCOs would not be prosecuted. The
FCOs, however, would have to disclose the destination of their expenditures.
This could stigmatize the FCOs and impede their operation.”®® Provided,
however, the government did not reveal to the public the information,?®® and
provided the government gave FCOs ample opportunity to demonstrate that
they were not engaged in wrongdoing, little speech or association would be
chilled. As Justice Douglas put it, “[i]f lobbyists can be required to register,
if political parties can be required to make disclosure . . . so may a group
operating under the control of a foreign power [or foreign terrorist
organization].”*"

2. White Charities**

There are big spenders who, without ulterior motives, want to offer
monetary support to political candidates, and there are immigrants
mistrustful of banks and other recognized financial institutions desperate to
remit funds to friends and family back home. Likewise, there are
compassionate individuals who want to help starving children in Gaza by

is so serious and the state interest furthered by disclosure so insubstantial that the Act's
requirements cannot be constitutionally applied.”); see also Brown v. Socialist Workers 74
Campaign Committee (Ohio), 459 U.S. 87 (1982) (finding that disclosure requirements could
not constitutionally be applied to the Socialist Workers Party). The Supreme Court, however,
has only exempted those groups from disclosure laws that face a “reasonable probability” of
reprisal and that also do not implicate “the government’s interests in compelling disclosure” to
the same extent as other groups. Id. at 92. It might be possible to argue that those charities
active in the Middle East whose funders are most uncomfortable with the idea of divulging
their names are those to whom the government has the greatest, not the least, interest in
applying disclosure requirements. Moreover, there is no reason that the government would
need to reveal to the public the information it receives. Nevertheless, imposing such a
requirement would probably not be necessary and might be unconstitutional.

Cf. GEOFFREY R. STONE, PERILOUS TIMES: FREE SPEECH IN WARTIME 335
(2004) (“The McCarran Act . . . was ‘designed to make it impossible’ for left-wing
organizations ‘to function.””).

%% This is a key requirement. Cf. Shelton v. Tucker, 364 U.S. 479, 486 (1960)
(criticizing “[t]he statute . . . [for failure to] provide that the information it requires be kept
confidential™).

Communist Party of the U.S. v. Subversive Activities Control Board, 367 U.S.
1, 174 (1960) (Douglas, J., dissenting).

I draw this term, and to some extent, this idea, from the Council on Foreign
Relations. See CFR REPORT, supra note 126.
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giving to HAMAS. Some campaign finance reformers advocate a “Level-
Up” approach to the regulation of political contributions.?’> They argue that
we should give political candidates more public funding.””® Offering a new
version of that argument, Bruce Ackerman and lan Ayres suggest that the
government give each citizen fifty “patriot dollars” to spend in support of
political candidates.””* They succinctly ask, “[w]hy not reduce or eliminate
the flood of private money by providing for publicly subsidized campaigns . .
. [financed with] ‘clean money.””?”® Richard Hasen likewise wonders why
the government doesn’t “provide[] every voter with a voucher for each bi-
annual federal election . . . [with] a face value of $ 100 . .. .”*"® As for those
seeking to shut down IVTs, Walter Perkel asks of them, why aren’t “dealers
in the United States . . . given financial and economic incentives to comply
with regulations and assist law enforcement personnel?”?"’

The same questions could be asked of those prosecuting men and
women like Rahmani. Why not mark certain charities, willing to comply
with stringent audit requirements, as ‘clean’ and why not encourage donors
to give to them? Doing so would mitigate the problem of the wide-eyed
innocent, discussed by the FATF in their typology of terrorist misuse of non-
profit organizations.””® An innocent would be sure to give to a clean
organization if the government accredited certain charities.?”

For a charity to be marked clean, at the very least, it should have to
keep its funds in a single, monitored account, and refuse to disburse cash; it
should be subject to regular government audits. Money destined overseas
should be subject to scrutiny, and its officers and directors should bear
personal responsibility for its actions.”®® The government already has a
scheme like the one | propose in place. The Combined Federal Campaign
(CFC) is a scheme that permits federal employees to donate a portion of their
wages to certain charities.?®" Those “[c]harities that apply to receive funds

22 Joel L. Fleishman & Pope McCorkle, Level-Up Rather Than Level-Down:

Towards a New Theory of Campaign Finance Reform, 1.J. L. & PoL. 211, 275 (1984).

B3 1d. at 276.

2% ACKERMAN & AYRES, supra note 254, at 18-19.

254, at 3.

2®  Richard L. Hasen, Clipping Coupons for Democracy: An Egalitarian/Public
Choice Defense of Campaign Finance Vouchers, 84 CALIF. L. Rev. 1, 21 (1996); see also de
Figueiredo & Garrett, supra note 256; Edward B. Foley, Equal-Dollars-Per-Voter: A
Constitutional Principle of Campaign Finance, 94 CoLum. L. Rev. 1204 (1994); Michael Saxl
& Maeghan Maloney, The Bipartisan Campaign Finance Reform Act: Unintended
Consequences and the Maine Solution, 41 HARV. J. ON LEGIS. 465 (2004).

21T perkel, supra note 257, at 207.

28 See FATF BEST PRACTICES, supra note 259, at 9 (example two).

2% Of course, any accreditation process would have to be transparent and fair;
politically radical charities, if they are also financially careful, should be eligible for ‘white’

status.
280

281

Cf. FATF BEST PRACTICES, supra note 259, at 4.
See Combined Federal Campaign Home Page,
http://Aww.opm.gov/cfc/Charities/index.asp (last visited Sept. 10, 2005).
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through the CFC are required to submit to extensive review of their financial
and governance practices prior to acceptance.”®®* Of course, this ‘level-up’
approach would have to be coupled with aggressive prosecution of those who
incite others to commit terrorist acts,?®* and those who assist in the
commission of terrorist acts,?®® including those who knowingly provide
material support used to commit terrorist acts.”*

C. The New Regime: Implementation and Justification

1. The Example of the EPA

Achieving regulatory goals can be tough and the government’s best
efforts often backfire. As Cass Sunstein has noted, sometimes
overregulation can produce underregulation.”®® However, the government,
and regulators, can learn from past mistakes. This sub-section uses the
recent history of environmental regulation to show how and why, as a
general matter, disclosure requirements and the creation of voluntary ‘white
lists’ may be more effective than command-and-control techniques. This
history is useful because the EPA has been at the national forefront in its
efforts to “reinvent[] regulation.””®" In addition, the next sub-section
demonstrates how and why, as a particular matter, disclosure requirements
and the creation of ‘white lists” are better tools in the fight to cut off funding
for terrorism than is a draconian criminal law.

The EPA has learned that there are good reasons to favor
‘cooperative regulation” or ‘market-based regulation’ over ‘command-and-
control.”®® The terms cooperative and market-based regulation (cooperative

282 |d

28 James Dao, Muslim Cleric Found Guilty in the Virginia Jihad Case, N.Y.
Times, Apr. 27, 2005, at A12 (an American-born Muslim cleric was convicted of inciting
followers to wage war).

See, e.g., United States v. Haouari, 2001 WL 1154714, at *1 (S.D.N.Y. Sept.
28, 2001) (describing a § 2339A indictment).

25 18 U.S.C. § 2339A (2000).

28 SUNSTEIN, supra note 73, at 413, 416 (“A stringent standard -- one that forbids
balancing or calls for regulation to or beyond the point of ‘feasibility’ -- makes regulators
reluctant to act.”).

%7 paula C. Murray, Inching Toward Environmental Regulatory Reform — 1SO
14000: Much Ado About Nothing or a Reinvention Tool, 37 Am. Bus. L. J. 35, 37 (1999)
[hereinafter Murray].

28 The EPA is not the only regulatory agency that has turned to cooperative
regulation. Under the Sarbanes-Oxley Act, corporate boards have new and greater disclosure
duties than they have ever had before. The Act “requires companies to disclose whether they
have adopted a corporate ‘code of ethics’ that covers the conduct of the company's principal
executive and senior financial officers . . . [and if it has not] it must explain why it has not
done s0.” 2 THOMAS LEE HAZEN, THE LAW OF SECURITIES REGULATION 9.7[2], at 23-24 (4th
ed. Supp. 2003); see Disclosure Required by Sections 406 and 407 of the Sarbanes-Oxley Act
of 2002, Exchange Act Release No. 33-8177, 79 SEC Docket 1077 (Jan. 23, 2003); Securities
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regulation) include regulatory systems that require disclosure and regulatory
systems that permit actors to go ‘beyond compliance’ voluntarily (i.e. ‘white
list” systems).  The term command-and-control regulation includes
regulatory systems that impose criminal penalties on all who violate stringent
‘do and do not do’ rules.

Cooperative regulation is often better then command-and-control
regulation for several reasons. First, cooperative regulation permits and
fosters the development of trust between regulators and those subject to
regulation.®®  Second, cooperative regulation is widely perceived as
legitimate, and laws that are seen as legitimate are often obeyed.”® Third,
cooperative regulation harnesses the inventive skills of those subject to
regulation, encouraging them to help find solutions to the problems that
provoked the efforts to regulate®  As President Clinton said of
environmental regulation, “[w]e have learned that the adversarial approach
that has often characterized our environmental system precludes
opportunities for creative solutions that a more collaborative system might
encourage. When decision-making is shared, people can bridge differences,
find common ground, and identify new solutions.”*> Fourth, cooperative
regulation harnesses the power of ethics and norms. When customers find
out that a large corporation is a bad environmental citizen, they may be less
likely to purchase that corporation’s goods.?*®  Finally, cooperative
regulation is less static than command-and-control regulation, permitting

and Exchange Commission, 68 Fed. Reg. 5, 110 (Jan. 31, 2003) (to be codified at 17 C.F.R.
pts 228, 229 and 249). This disclosure requirement has proven a boon. It has “improve[d] the
quality of information available to investors and regulators.” Note, The Good, The Bad, and
Their Corporate Codes of Ethics: Enron, Sarbanes-Oxley, and The Problems With Legislating
Good Behavior, 116 HARv. L. Rev. 2123, 2134 (2003). Furthermore, under the TSA’s
Registered Traveler program, individuals are allowed to volunteer information, including their
names, addresses, and phone numbers, along with their fingerprints, in exchange for the
ability to move quickly through airport lines. Transportation Security Administration, Fact
Sheet: What is Registered Traveler?,
http://www.tsa.gov/interweb/assetlibrary/RT_Factsheet.pdf.

2 pavid B. Spence, Can the Second Generation Learn from the First?
Understanding the Politics of Regulatory Reform, 29 Cap. U. L. Rev. 205, 217 (2001)
[hereinafter Spence].

See Tom R. TYLER, WHY PEOPLE OBEY THE LAW 170-89 (1990).
Bill Clinton & Al Gore, Reinventing Environmental Regulation, Nat’l
Performance Rev., Mar. 16, 1995, at 3.

292 1d.

See David W. Case, The EPA’s Environmental Stewardship Initiative:
Attempting to Revitalize a Floundering Regulatory Reform Agenda, 50 Emory L. J. 1, 9
(2001) (“[A] desire to adhere to an internal corporate ‘ethic’ of social and environmental
responsibility is also acknowledged as part of the overall mix of possible explanations for
‘beyond compliance’ environmental performance by firms.”); see also Neil Gunningham et.
al., Social License and Environmental Protection: Why Businesses Go Beyond Compliance, 29
LAw & Soc. INQUIRY 307, 308 (2004) (“[M]any corporations no longer perceive their social
obligations as necessarily synonymous with their legal obligations.”).

291

293
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regulators and those subject to regulation to evolve their game plans to meet
new threats.?**

For example, consider the EPA’s Toxic Release Inventory policy.
This policy “mandates that certain businesses provide data on their emissions
to the land, air, and water.”*® David Case has described this policy as “a
potential success story in the pursuit of alternatives to command-and-control
environmental regulation.”®  And Cass Sunstein calls this kind of
informational cooperative regulation "one of the most striking developments
in the last generation of American law."*’

Now consider two voluntary programs, 1SO 14000 and the EPA’s
Project X-L. SO is the International Standards Organization, and ISO
14000 is a certification scheme whereby in return for exemption from certain
command-and-control requirements companies agree to implement
Environmental Management Strategies (EMSs).*® These EMSs specify
procedures, not outputs.”®® 1SO 14000 is attractive to regulators because
“instead of dealing with environmental compliance as a necessary evil that
must be obeyed in order to avoid legal liability, the 1SO 14000 approach
[requires companies to] view[] legal environmental compliance as the
minimum.”*® 1SO 14000 is attractive to businesses because “market forces,
rather than legislative or administrative [forces, drive the] . . . process.”*
The system works because “[c]itizens are likely to view an individual
company's ISO . . . certification as evidence of a good faith effort by the
company to engage in environmentally responsible business practices.”
Like ISO 14000, the EPA’s Project X-L (short for “‘excellence in leadership’)
encourages companies to go beyond compliance.*® Under the aegis of
Project X-L, in exchange for certain immunities, a company proposes to
"achieve environmental performance that is superior to what would be
achieved through compliance with current and reasonably anticipated future

2% Larence E. Susskind & Joshua Secunda, ‘Improving’ Project XL: Helping

Adaptive Management to Work Within EPA, 17 UCLA J. ENvTL. L. & PoL’y 155, 157
(1998/1999).

2% Daniel C. Esty, Next Generation Environmental Law: A Response to Richard
Stewart, 29 Cap. U. L. Rev. 183, 194 (2001); see also David W. Case, Corporate
Environmental Reporting as Informational Regulation: A Law and Economics Perspective, 76
U. CoLo. L. Rev. 379, 384-85 (2005) [hereinafter Case, Corporate Environmental Reporting].

2% Case, Corporate Environmental Reporting, supra note 294, at 381.

27 Cass R. Sunstein, Informational Regulation and Informational Standing: Akins
and Beyond, 147 U. PA. L. Rev. 613, 613 (1999).

See Paulette L. Stenzel, Can the 1ISO 14000 Series Environmental management

Standards Provide a Viable Alternative to Government Regulation, 37 Am. Bus. L. J. 237, 239
(2000) [hereinafter Stenzel].

%9 1d. at 260.
Murray, supra note 287, at 50.
L4, at 39.
%02 Stenzel, supra note 298, at 283.
%% Regulatory Reinvention (XL) Pilot Projects, 60 Fed. Reg. 27,282, 27,287

300

(1995).
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regulation.”*® These voluntary programs, ‘white lists’ of sorts, permit

regulators to reap the benefits of cooperative regulation.*”

There are parallels between environmental regulation and attempts to
cut off the flow of funds to terrorists. First, just as there is little information
on terrorist groups, there is also little information on environmental risks.*
“[T]he reason Congress and EPA are compelled to apply technology-based
standards is that there is so little reliable information available to evaluate,
much less quantify, environmental risks.”*® Second, just as the War on
Terror requires global cooperation,®® so does the fight to save our planet.*”
Finally, just as § 2339B is hard to enforce® so are environmental
command-and-control regulations.**

2. Why Disclosure and a ‘White List’ Might Work Better than § 2339B

Either the imposition of heightened disclosure requirements, or the
creation of a white list, or both, would produce salutary results in the War on
Terror. First, this strategy would obviate the constitutional questions that the
Humanitarian Law Project litigation and Rahmani have raised.**> Congress
has always had the power to require information from organizations, and in
fact, it imposed greater requirements than suggested here on communist-
front organizations.*®> Moreover, an approach to elections that “offer[ed] a

benefit in exchange for the recipient's acceptance of restrictions™* was

304 Id
305 Id

%6 See supra notes 241-249 and accompanying text (discussing the difficulty in
obtaining information on terrorist organizations).

%7 Rena I. Steinzor, Reinventing Environmental Regulation: The Dangerous
Journal from Command to Self-Control, 22 HARv. ENVTL. L. REv. 103, 114-15 (1998).

%8 See Press Release, Rumsfeld Says Global Cooperation Key to Fighting
Terrorism, June 6, 2004, http://mumbai.usconsulate.gov/wwwhwashnews1936.html.

%% Daniel C. Esty, Stepping Up to the Global Environmental Challenge, 8
FORDHAM ENVTL. L. J. 103, 103 (1996).

310 gSee Eric Lichtblau, U.S. Lacks Strategy to Curb Terror Funds, Agency Says,
N.Y. TIMES, Nov. 29, 2005, at Al, available at
http://www.nytimes.com/2005/11/29/international/29terror.html?hp&ex=1133240400&en=39
5425736d02fa83&ei=5094&partner=homepage.

31 Spence, supra note 289, at 208 (“Critics [have] challenged the notion that firms
made compliance decisions based upon an expected value calculation, citing studies showing
high levels of compliance, self-reporting of noncompliance, and the very low probability that
noncompliance would be detected.”).

312 gSee supra Parts | & I1.

313 See Communist Party v. Subversive Activities Control Bd., 367 U.S. 1, 1
(1960). Communist front organizations were organizations “able to obtain support from
persons who would not extent their support if they knew the nature of the organization with
which they dealt.” Id. at 6. In this respect, communist front organizations resemble some
FTOs.

314 John Copeland Nagle, Voluntary Campaign Finance Reform, 85 MINN. L. REV.
1809, 1815 (2001).
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explicitly sustained in Buckley v. Valeo,*”® and since that decision, these
approaches have been widely accepted.®!®

In addition, Congress has always had the power to create ‘white
lists.” For instance, the Supreme Court has explicitly endorsed the Combined
Federal Campaign.®*” Recognizing that solicitation is protected by the First
Amendment, it nevertheless held that “the CFC is a nonpublic forum” and
permitted the CFC to exclude the NAACP.**® So long as “a regulation . . . is
[not] in reality a facade for viewpoint-based discrimination,” it will pass
muster.*® The CFC, however, is not such a regulation, nor would be any
other charity ‘white list.”*?°

Second, this strategy would be more effective than a strategy that
relies on prosecution of § 2339B offenders. It would induce international
cooperation, which is vital since the United States “is not, and has not been, a
substantial source of al-Qaeda funding.”®** Saudi Arabia, a partner upon
whom the United States depends, has adopted a ‘white list” approach, and
would probably cooperate more effectively with the United States if the
United States were to adopt one as well (at the moment, Saudi Arabia does
not cooperate when the United States prosecutes donors to questionable
charities).*®  Indeed, “government designations of groups as terrorist
organizations may be hasty or inaccurate. Such ‘false positives’ can create
irremediable harm, particularly where organizations, such as Al Barakaat in
Somalia, are central to the economy of a country or region.”**® Without
revising U.S. strategy, the “widening divide between the United States and
Europe [and others] on the basic salience and parameters of global terrorism”
will only grow wider.??*

Third, the imposition of disclosure requirements or the creation of a
‘white list” would relieve the pressure on the designation process. There
would be no need to agonize over whether or not to list an organization, and
the fight against terror would not be held up in litigation in the Ninth Circuit

®15  Buckley v. Valeo, 424 U.S. 1, 57 n.65 (1976).

36 Rosenstiel v. Rodriguez, 101 F.3d 1544 (8th Cir. 1996); Vote Choice v.
DiStefano, 4 F.3d 26 (1st Cir. 1993).

317 Cornelius v. NAACP, 473 U.S. 788, 799 (1985).

318 1d. at 805.

39 d. at 811.

30 Cf. Press Release, American Civil Liberties Union, Coalition Challenges
Watch list Policy (Nov. 10, 2004),

http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=16239&c=206 (acknowledging that
the ACLU was a participant in the CFC until late 2004).

321 9/11 ComMISSION, supra note 242, at 4.

322 INITIATIVES AND ACTIONS TAKEN BY THE KINGDOM OF SAUDI ARABIA TO
CoMBAT TERRORISM at 13 (2003),
www.saudiembassy.net/ReportLink/WOT%20March%202004.pdf  (“Saudi  Arabia  has
established a High Commission for oversight of all charities, contributions and donations.”).

323 peter Margulies, Making ‘Regime Change’ Multilateral: The War on Terror
and Transitions to Democracy, 32 DENv. J. INT’L L. & PoL’y 389, 409 (2004).

324 CFR REPORT, supra note 126, at 16.
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for another five years.

Fourth, as the U.S. retrieves more information, it would be better
able to prosecute true evildoers. As a British task force concluded, “[i]t is . .
. becoming clear that, while significant, the amount of assets frozen, seized
or forfeited around the world is only a narrow measure of success. Often the
intelligence into terrorist networks provided by widening knowledge about
their financial transactions proves to be notably more important.”?

3. Potential Objections

One potential problem with this strategy is that it could be difficult
to administer. It would require the government to supervise charities closely,
to insure they complied with disclosure requirements. It would require the
government to double-check the books of those non-profit organizations on
the “white list.”

However, this objection, while real, is not substantial. The
government already supervises the political activities of many non-profits.
Indeed, non-profits, especially those registered under § 527 of the Internal
Revenue Code, are subject to numerous disclosure requirements.®®  And
these disclosure requirements have teeth. As two commentators have
summarized, “527s [must] file regular financial disclosure reports with the
IRS. The[se] disclosure requirements . . . were improved even further with
passage of the Brady-Lieberman disclosure law in 2002 . . . .”**" “Among its
most important provisions, the law requires § 527 groups to file regular
reports with much of the same disclosure information that is required of
[Political Action Committees].”®®  Moreover, these requirements are
enforced:; this is no easy feat,** but the IRS does it.**° Thus, there is no
reason similar disclosure requirements couldn’t be imposed on charities, or
that a “white list” couldn’t be maintained.

325 COMBATING THE FINANCING OF TERRORISM, supra note 238, at 11.

36 See Pub. L. 106-230, § 2(a) (2000). For instance, Pub. L. 106-230, § 2(a)
(2000) added subsection (j) to I.R.C. 8§ 527. This subsection imposed new disclosure
requirements on organizations registered under § 527. 26 U.S.C. § 527(j) (Supp. 2004); see
also Craig Holman, The Bipartisan Campaign Reform Act: Limits and Opportunities for Non-
Profit Groups in Federal Elections, 31 N. Ky. L. Rev. 243, 266 (2004) (discussing the
imposition of these new requirements).

%7 Craig Holman & Joan Claybrook, Outside Groups in the New Campaign
Finance Environment: The Meaning of BCRA and the McConnell Decision, 22 YALE L. &
PoL’Y Rev. 235, 247 (2004)

328 1d.

Edward B. Foley, The ‘Major Purpose’ Test: Distinguishing Between Election-
Focused and Issue-Focused Groups, 31 N. Ky. L. Rev. 341, 352 (2004).

30 See Elizabeth Kingsley & John Pomeranz, A Crash at the Crossroads: Tax and
Campaign Finance Laws Collide in Regulation of Political Activities of Tax-Exempt
Organizations, 31 WM. MITCHELL L. Rev. 55 (2004) (providing a primer on IRS enforcement
of these rules).
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V. CONCLUSION

Section 2339B is constitutionally problematic. While courts could
cure the defects in 8 2339B by requiring the government to prove specific
intent, such judicial intervention would only be a patch. It would be better if
Congress were to rethink the policy that underlies § 2339B. Why not require
charities to disclose certain information? Why not set up clean charities to
which individuals could give without worry?

We should not wait for the War on Terror to reach a crisis point, as
the campaign finance system did in the early 2000s, before Congress thinks
creatively about terrorist financing. We should not let material support law
and doctrine become an Irag in the same way that campaign finance law has
become a “Vietnam of First Amendment theory and doctrine.”®®* The stakes,
for both civil liberties and national security, are just too high.**

31 Robert Post, Regulating Election Speech Under the First Amendment, 77 Tex.

L. Rev. 1837, 1837 (1999).

32 As this Article went to press, several developments confirmed its analyses.
First, one commentator, in a comprehensive and thoughtful paper, emphasized why § 2339B
should be understood to require the government to prove specific intent to aid in and abet the
commission of terrorist acts. See Jonathan D. Stewart, Note, Balancing the Scales: Material
Support of Terrorism and the Fifth Amendment, 3 Geo. J.L. & Pus. PoL’y 311 (2005).
Second, two other scholar demonstrated how § 2339B contrasts with the policies and laws of
other nations and the international community writ large. See Alison Marston Danner &
Jenny S. Martinez, Guilty Associations: Joint Criminal Enterprise, Command Responsibility,
and the Development of International Criminal Law, 93 CALIF. L. Rev. 75, 164 (2005). Third,
and most importantly, a report produced by the Government Accountability Office (GAO)
confirmed that efforts to curb terrorist fund-raising have run into the command-and-control
problems | predicted. See U.S. Gov’T ACCOUNTABILITY OFFICE, REP. TO CONG. REQUESTERS,
TERRORIST FINANCING: BETTER STRATEGIC PLANNING NEEDED TO COORDINATE U.S. EFFORTS
TO DELIVER COUNTER-TERRORISM FINANCING TRAINING AND TECHNICAL ASSISTANCE ABROAD
(Oct. 2005).



